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INTRODUCTION 

 The rate at which cyberspace has become a global medium of trade, 
social exchange, and system of delivery for government services is 
astonishing.1 Despite cyberspace’s peaceful utility, however, its use as a 
medium of armed conflict is likely inevitable, given the significant military 
advantages to be gained through levering its reach, carrying capacity, and 
near light-speed pace of action and effect.2 Some scholars argue that the 
problem of cyber armed conflict is largely manufactured and a reflection of 
inordinate military influence in both governmental and academic thinking 
on the issue.3 The efforts of numerous countries across the world to 
accelerate the development of their military offensive capacities, however, 
suggest that even if cyber armed conflict has not really happened yet, the 
capacity to conduct it may exist in the near future.4 For instance, the U.S. 
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Department of Defense (DoD) recently unveiled “Plan X,” a large-scale 
research program geared towards developing cyber weapons and supporting 
technologies on an industrial scale.5 Accordingly, to promote predictability 
in cyberspace’s use and to avoid conflict, it is imperative that both state and 
non-state actors agree on standards of behavior regulating cyber-armed 
conflict.6  
 Currently, there is a lack of definitive consensus in the international 
community regarding the rules that apply to military action in cyberspace, 
especially the law of armed conflict (LOAC).7 The reasons for this 
uncertainty are likely threefold. First, powerful cyber state actors 
fundamentally disagree about what their role in cyberspace should be.8 
Second, envisioning how military action in cyberspace would actually be 
conducted is difficult because it is so different from the geophysical world.9 
Third, the work that has occurred within and between national governments 
to better define their understandings of the rules applicable to cyberspace is 
often classified.10 The combined effects of these factors have led to, among 
other things, a lack of clarity as to the rules that apply to cyber armed 
conflict. Additionally, it has made the military inattentive to the holism that 
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in which it would rather, for its own reasons, apply domestic-security law 
and potentially exploit military advantage.31 

1. The United Kingdom 

 In November 2011, the British Government published its second cyber 
strategy (the first was in 2009).32 Although the UK Cyber Strategy does not 
explicitly mention LOAC, it does establish the British position “that all 
governments must act proportionately in cyberspace and in accordance with 
national and international law. This includes respect for intellectual 
property and for fundamental human rights to freedom of expression and 
association.”33 Perhaps the UK Cyber Strategy’s most important 
contribution to the international discussion on cyberspace is its realistic and 
explicit recognition of the ambiguity in the current state of the law on cyber 
conflict, which likely poses the greatest risk for misunderstandings and 
unnecessary conflicts.34 The UK Cyber Strategy notes that “[t]he blurring of 
boundaries in cyberspace increases the risk of actions affecting larger 
numbers of people and organizations unintentionally. At its most serious, 
this leads to the potential for unpredictable and large-scale shocks.”35 
Accordingly, the United Kingdom has committed itself to working “with 
other countries on practical confidence-building measures to reduce the risk 
of escalation and avoid misunderstandings.”36 
 In the military context, the UK Joint Cyber Unit is “developing new 
tactics, techniques and plans to deliver military capabilities to confront 
high-end threats.”37 The British Ministry of Defence (MoD) has confirmed 
that LOAC applies to cyber operations, but has also stated that “[a]t this 
stage we have not sought to develop specific rules of engagement for 
cyber,” but that as “our understanding of cyber operations, their potential, 
their capabilities and the associated norms of behaviour develop and 
evolve,” it might revisit that issue and “possibly devis[e] specific rules of 
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dominant personality types were ISTJ (24.7%) and ESTJ (17.7%).255 One 
study of senior U.S. military executives, both military and civilian, found 
the ISTJ type to occur between 19-23%, and the ESTJ type between 12.5-
14%.256 The ISTJ type was dominant for men, but there was a more even 
distribution of preferred types among women.257 At the highest levels of 
senior military U.S. Army leadership, approximately 30% display the ISTJ 
type,258 while this type hardly registers among hackers.259 Even in the one 
area of commonality between military leadership and hackers, the spike in 
INTJ personality type frequency relative to the general population, the 
groups are markedly different.260 The INTJ rate for military officers in the 
2005 study was 13.7%, a six-fold increase over that expected in the general 
public but less than half the rate found among hackers.261 Further, the 
perfectionist INTP hacker has little in common with the decisive, directive 
ESTJ officer.262 This suggests that current military personnel policies are 
biased towards producing senior commanders who are quite unlike the 
typical hacker. 
 From a different perspective, however, if cyber military operations are 
really so markedly different from those in the geophysical world, perhaps 
the typical, traditional officer is not well suited to be a cyber commander. 
For example, the common spike in INTJ types suggests hackers and 
military officers are actually more akin to each other than the general 
population.263 Further, mature hackers often enter jobs where they are in 
fact protecting governmental and commercial entities from cyber intrusions 
in conformance with the law.264 INTP hackers and their kindred INTJ types 
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