
THE TOTTEN DOCTRINE AND ITS POISONED PROGENY

INTRODUCTION

Essential to the American system of jurisprudence is the ability of all
litigants to conduct complete discovery and obtain all pertinent information
needed to present a worthy case or defense.' Additionally, the United States
Constitution guarantees that all Americans shall not be deprived of life, liberty
or property without due process of law. These fundamental principles have,
for the most part, gone unchallenged. During the past 125 years, however, a
legal doctrine has emerged that impermissibly inhibits a plaintiff's ability to
bring suit vhen the subject matter of the action involves state secrets. A Civil
War era United States Supreme Court decision, Totten Administrator v.
United States, originally stood for the proposition that the courts of the United
States lacked jurisdiction to hear complaints against the United States brought
by parties who alleged that they entered into contracts for secret services with
the national government.3 However, over the last century the Totten doctrine
and its distantrelative, the state secrets privilege, have expanded both in scope
and application to frightening levels.4 While courts invoked the Totten
doctrine only six times between 1875 and 1951, 5 since 1951 it has been cited
more than sixty-five times.6 The principle for which Totten stands is no

1. See generally FED. R. Civ. P. 26-37; Frank Asldn, Secret Justice and the Adversary System,

18 HASTINGS CONsr. L.Q. 745 (1991).

2. U.S. CONST. amend. XIV, § I.
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v. United States, 353 U.S. 657, 670 (1957); United States v. Reynolds, 345 U.S. 1 (1953); Air-Sea

Forwarders, Inc. v. United States, 166 F.3d 1170,1171 (Fed. Cir 1999); Korczakv. United States, 124 F.3d

227 (Fed. Cir. 1997); Carew v. Office of Personnel Mgmt., 878 F.2d 366,368 (Fed Cir. 1989); Guong v.

United States, 860 F.2d 1063, 1064 (Fed. Cir. 1988); In re Sealed Case, 121 F.2d 729, 736 (D.C. Cir.

1997); In reUnited States, 872 F.2d 472,480 (D.C. Cir. 1989); Ellsberg v. Mitchell,709 F.2d 51,65 (D.C.

Cir. 1983); Salisbury v. United States, 690 F.2d 966,977 (D.C. Cir. 1982); Halkin v. Helms, 598 F.2d 1,

14 (D.C. Cir. 1978); Zweibon v. Mitchell, 516 F.2d 594,609 (D.C. Cir. 1975); Nixon v. Sirica, 487 F.2d

700, 714 (D.C. Cir. 1973); Soucie v. David, 448 F.2d 1067,1079 (D.C. Cir. 1971); Greene v. McElroy,

254 F.2d 944, 951 (D.C. Cir. 1958); Mullen v. United States, 263 F.2d 275, 278 (D.C. Cir. 1958);

Zuckerbraun v. Gen. Dynamics Corp., 935 F.2d 544,548 (2d Cir. 1991); Hudson River Sloop Clearwater
Inc. v. Dep'tofNavy, 891 F.2d 414,417 (2d Cir. 1989); Cliftv. United States, 597 F.2d 826, 828 (2d Cir.
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longer limited to cases involving contracts for secret services. In recent years,
courts have used Totten to defeat otherwise valid claims under the Resource
Conservation and Recovery Acte (RCRA) and the National Environmental
Policy Act! (NEPA). 9

This Note traces the interesting history of the Totten doctrine and how it
was germinated by the Supreme Court of the United States over a century ago.
It then assesses the Totten doctrine as it has been applied to recent cases
involving contracts for secret services between the United States government
and private parties. The analysis focuses on the recent attempts of
commandos to receive compensation for their secret services during the
Vietnam conflict. This Note maintains that the conditions that may have once
warranted strict adherence to the Totten doctrine have ceased to exist and that
the doctrine no longer has a place in secret service litigation in its current
form. Furthermore, this Note examines the unsettling expansion of the Totten

doctrine to litigation beyond contracts for secret services. It illustrates the
potential for extreme injustice that this expansion possesses considering that
the invocation of the Totten doctrine results in the dismissal of the action
without any further options afforded to the plaintiff. In light of these austere
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v. Erlichman, 376 F. Supp. 29,32 (D.D.C. 1974); Carl Zeiss Stiftungv. V.E.B. Carl Zeiss, Jena, 40 F.R.D.
318, 324 (D.D.C. 1966); Jabara v. Kelley, 476 F. Supp. 561, 577 (E.D. Mich. 1979); Sverev v. United
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consequences, this Note argues for limiting a somewhat modified Totten

doctrine to the category of cases it was originally designed to
manage-contracts for secret services. Finally, this Note recognizes and
suggests implementation of adequate alternatives to the Totten doctrine that
can sufficiently protect national security interests while providing relief to
valid claimants.

I. ORIGINS OF THE TOMTENDOCTRINE

In July 1861, William A. Lloyd met with President Abraham Lincoln to
discuss the beginnings of the American Civil War.' ° During their

conversation, the President asked Mr. Lloyd to participate in the effort to quell
the Southern secession by serving as a spy for the Union forces." Under the
proposed agreement, Lloyd was to "proceed South and ascertain the number

of troops stationed at different points in the insurrectionary States, procure
plans of forts and fortifications, and gain such other information as might be
beneficial to the Government of the United States, and report the facts to the
President."'" The President then offered Mr. Lloyd $200 a month for his
service to the nation, a price that Lloyd accepted.'3 Unfortunately, Lloyd was

never to see the President alive again. 4

At the close of the war, Lloyd returned North to seek compensation for
his services. However, he was only reimbursed for his expenses.' s Seeking

compensation for Lloyd's wartime services, Lloyd's heir, Enoch Totten,
brought suit in the United States Court of Claims. The court dismissed the
suit on the grounds that the President of the United States lacked the authority
to bind the government in contract for secret services. 6 Although the United

States Supreme Court affirmed the court of claims decision, it did so under a
completely different rationale. The Court found the President to be

undoubtedly within his authority, as commander-in-chief ofthe United States
armed forces, "to employ secret agents to enter the rebel lines and obtain
information respecting the strength, resources and movements of the

10. Totten Admrv. United States, 92 U.S. 105 (1875).
11. Id.at 106.
12. Id at 105-06, see also Wheaton, supra note 3, at 9.

13. Totten, 92 U.S. at 106.
14. See Wheaton, supra note 3, at 9. President Abraham Lincoln was assassinated by John

Wilkes Booth on April 14, 1865.
15. Toten, 92 U.S. at 106.

16. Md
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enemy." 7 The Supreme Court, however, summarily dismissed Totten's claim
in order to preserve the broad interests of national security.s

The Totten decision was based on two distinct grounds. First, the Cqurt
held that when the government and a private party enter into an alleged
agreement involving covert or secret services, the private party makes an
implied promise to keep the matters surrounding the contract and the
existence of its terms and conditions a secret. 9 In his opinion, Justice Feld

explained:

Our objection is not to the contract, but to the action upon it in the
Court of Claims. The service stipulated by the contract was a secret.
service; the information sought was to be obtained clandestinely,
and was to be communicated privately; the employment and the
service were to be equally concealed. Both employer and agent
must have understood that the lips of the other were to be forever
sealed respecting the relation of either to the matter.2"

The government has used this portion of the Totten holding numerous times
over the last fifty years to stop litigation involving alleged contracts for secret
services that might expose information damaging to the security of the nation.

The second portion of the Court's holding, however, was much more
expansive. Towards the end of his opinion Justice Feld pronounced:

It may be stated as a general principle, that public policy forbids the
maintenance of any suit in a court of justice, the trial of which
would inevitably lead to the disclosure of matters which the law
itself regards as confidential, and respecting which it will not allow
the confidence to be violated.2"

This more inclusive branch of Totten, which is a distant ancestor of the state
secrets privilege, has been used by the government to impermissibly expand
the scope of the doctrine beyond cases for alleged contracts for secret
services.' While the language of Totten seems to limit its application to a

17. Id1
18. Ld. at 107.
19. See Wheaton, supra note 3, at 10.
20. Totten, 92 U.S. at 106.
21. Id. at 107.

22. The state secrets privilege was last substantively addressed by the Supreme Court in 1953.
See United States v. Reynolds, 345 U.S. 1 (1953). Under the Reynold standard, when the government
invokes the privilege either as a defendant or as an intervenor, it can lead to dismissal of the action in three
circumstances: (1) If the assertion of the privilege denies the plaintiff certain evidence that prohibits his
establishment of a pTima facie case; (2) if the court determines that a valid privilege claim so hampers the

796 [Vol. 25:793
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diminutive number of cases, citations to the doctrine are growing
exponentially both in secret contract cases and in actions that involve other
claims against the government. It has proven to be a useful tool for the
government to simply shut down litigation before it begins, for the doctrine
offers no protective provisions such as in camera review.' In wielding
Toten 's broad sword, courts and the government have yielded inequitable and
unjust results against otherwise valid claimants in the name of "national
security.'24

II. To7TEN's APPLICATION IN SUBSEQUENT CASES INVOLVING CONTRACTS

FOR SECRET SERVICES

The Totten decision arose against a backdrop of litigation concerning an
alleged contract for secret services. Generally, Totten's application has been
limited to cases involving agreements for covert operations. Admittedly, open
trial of certain claims for covert operations will impermissibly expose issues
of national security to the public. While the necessity to ensure preservation
of the United States' national security is by no means trivial, the time has
come to reevaluate the Totten doctrine in light of our changing world.
Alternative solutions now exist that will adequately protect the national
security interests of the United States without infringing on plaintiffs' rights.

A. Guong v. United States

Throughout most of the Vietnam War, the Republic of Vietnam, with the
assistance of the United States Central Intelligence Agency (CIA), conducted
an operation entitled OPLAN 34A.! The plan called for small commando
teams to be inserted into North Vietnam with the goal of"establish(ing] long-
term agent networks,... gather[ing] intelligence, and... perform[ing] small
scale sabotage" operations.ss One of the soldiers with whom the CIA

defendant in establishing a valid defense that the trier is likely to reach an erroneous conclusion; and (3)
if the very subject matter of the plaintiff's action is a state secret, even if the plaintiff has set forth other
information that would allow him to successfully make out a prima facie case. Gardner, supra note 4, at
576-77. It is this last tenet of the Reynolds standard that has its origins in Totten. The Totten doctrine
differs from the state secrets privilege in that invoking Toten causes a suit to be dismissed, where
involing the state secrets privilege merely disallows the production or use of evidence at trial.

23. By reviewing documents in canmea,judges can ascertain whether ornot a trial on the relevant
issue would impermissibly expose information vital to national security. During this process the
documents at issue would remain protected by the judiciary.

24. In some cases litigants have been inappropriately denied judicial relief, while in others the
actual threat to national security was either slight or outweighed by the plaintiff's individual rights.

25. See Wheaton, suipra note 3, at 12.
26. Id.
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contracted was Vu Duc Guong, a Vietnamese citizen. The agreement
stipulated that the United States was to pay Guong for his services, which
included numerous sabotage operations, and to rescue him in the event of his
capture. In 1964, while Guong was on a mission in North Vietnam, North
Vietnamese forces captured him near the mouth of the Giang River.27 By

1965, the United States had ceased all attempts to try to rescue Guong and had
subsequently ceased paying his promised salary to his wife.28

Guong remained a prisoner of war in a North Vietnamese jail until his
escape in 1980." Upon his self-liberation, Guong journeyed to the United
States where he subsequently brought suit in the court of claims to recover a
half-million dollars in back pay from the United States government ° Both
the court of claims and the United States Court of Appeals for the Federal
Circuit dismissed the claim, citing the Totten doctrine.3

Guong raised three points in defense of his claim. First, he asserted that
his actions in North Vietnam consisted of sabotage rather than espionage. He
argued that "his job... to blow up ships in North Vietnamese harbors" is not,
by its very nature, secret. 2 Second, Guong argued that twenty years had
passed since the Vietnam War and that disclosure of his contract with the CIA
would not compromise current government secrets.33 Finally, Guong stated
that former CIA members and military officials had published detailed
accounts of both his operations and the entire OPLAN 34A 34 All three of
these arguments were summarily dismissed by the Federal Circuit, which
declared that "Totten stands for the proposition that no action can be brought
to enforce an alleged contract with the government when, at the time of its
creation, the contract was secret or covert. 35

B. Recent OPL4N 34A Litigation

The government's alleged contracts with private citizens for services
performed in Vietnam were again at the forefront in 1995, when 280
additional OPLAN 34A combatants brought suit against the United States for

27. Theodore Francis Riordan, Contract Law-Totten Doctrine-Judicial Sabotage of

GovernmenLContractsforServices: Guong v. United States, 860 F.2d 1063 (Fed. Cir. 1988), cert. denied
109S. Ct. 1751 (1989), 13 SuroLxTiASNAT'L L. REv. 807, 809(1989).

28. Id.

29. Id.

30. Id.
31. Guong v. United States, 860 F.2d 1063, 1064 (Fed. Cir. 1988).

32. Id. at 1065.

33. Id. at 1066.

34. Id. at 1065.

35. Id.
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breach of employment contracts.3 ' The case was filed in the United States

Court of Claims on April 24, 1995, and the government immediately moved
to dismiss citing lack of jurisdiction based on Totten. The case generated

significant media attention, culminating with a broadcast on 60Minutes 37 and

an article in Time Magazine.38 The publicity generated congressional interest
in the situation, and on June 19, 1996, the Senate Select Committee on
Intelligence met to hear testimony on the case." The court of claims

suspended the litigation pending possible resolution of the suit by legislative

means. Recognizing the importance of compensating these soldiers, Congress

subsequently passed into law a compensation provision for all persons

captured or incarcerated by North Vietnam as a result of participation in

OPLAN 34A.40

C. Totten Doctrine as a Hindrance Rather than a Facilitator of National

Security

If courts continue to make it impossible for both U.S. citizens and foreign

nationals who perform services for the United States government to collect
their agreed-to compensation, intelligence gathering and ultimately national
security will be undermined, not enhanced. The importance of "human

intelligence" to our nation's security is more substantial now than at any time
in our nation's history.4 President Clinton recently reiterated this belief:

"But no matter how good our technology, we'll always rely on human

intelligence to tell us what an adversary has in mind.' '42 The fact that
Congress was so quick to resolve the issue surrounding the Lost Commandos

litigation through legislative means shows a congressional recognition of the

increasingly important role that covert operations play in today's world. With

the close of the Cold War and the disappearance of a bipolar struggle for

world power, current threats to U.S. national security are voluminous and

36. See Wheaton, supra note 3, at 14. Like Vu Doe Guong, the plaintiffs involved in the later
suit alleged that theircontract with the United States government promised that their monthly wage would
continue to be paid, even after their capture. Douglas Waller, Victims of Vietnam Lies, TIMF, Jun. 24,
1996, at 26.

37. 60 Minutes: Lost Commandos (CBS television broadcast, May 5, 1996).
38. Waller, supra note 36, at 26.
39. Vietnamese Commandos: Hearings Before the Senate Selct Comm. on Intelligence, 104th

Cong., 2d Sess. (1996).
40. National Defense Authorization Act for Fiscal Year 1997, Pub. L. No. 104-201, § 657(aX1),

110 Stat. 2422, 2584 (1996).
41. Brief for Appellant at 8, Korczak v. United States, 124 F.3d 227 (Fed. Cir. 1997) (No. 96-

5139).
42. Transcript of President Clinton's Remarks to Staff of the CIA and Intelligence Community,

U.S. NEWSWIRE, July 14, 199S, available at 1995 WL 6618774.
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often difficult to uncover. CIA Director John Deutch has recognized that the
increased threat of terrorism both domestically and abroad-has placed greater

emphasis on quality human intelligence.
Deutch told the House Intelligence Committee that the expected surge in

terrorism is one of the best arguments for strengthening the CIA's ability to
conduct espionage with a network of spies around the world, because spy
satellites and other technical intelligence resources are often of little value in
tracking small terrorist cells. 43

Coupled with this increased need for human intelligence is a parallel
decrease in the capability of the United States to conduct human intelligence
operations. In recent years, in an effort to reduce costs, the CIA has overly
relied on satellite imagery and technological espionage to obtain secret
information about our enemies. The Director of the CIA has stated that the
agency is attempting to "shiftl resources" back to human intelligence but
that their efforts are thwarted by having to wait for foreign agents to develop
access.45 The popular novelist Tom Clancy adequately summarizes the view

of most experts in the intelligence arena: '"There is no substitute for human
intelligence (HUMINT in CIAjargon). Since Admiral Turner's unfortunate
tenure as DCI in the Carter Administration, reliance on human sources has
been severely curtailed in favor of technical means, most notably satellite
imagery."" The United States simply does not currently possess the
manpower to adequately conduct human intelligence operations and is
struggling to remobilize its operative force.

The continuing decline in the enforcement of contracts for secret services
with private citizens will ultimately harm, not enhance, our national security.
The Totten doctrine is among the most unsympathetic legal rules in the
American judicial system. If the government determines that a trial would

inevitably reveal information damaging to the national security, it can invoke
the doctrine.47 As a result, the plaintiff's claim is immediately dismissed and
the plaintiffreceives no compensation or redress for his grievances. Increased
use of the Totten doctrine by the government to simply dismiss possibly valid
claims before they can be heard in court will ultimately have a negative
world-wide effect on the American military and the intelligence preparedness

43. James Risen, CIA DirectorPredicts Terrorism Rise; Seeks to Boost SpyNetwork, LA. TIMES,

Dec. 20, 1995, atAl.

44. Rise in Terrorism Coming, Director of CIA Predicts, BALT. SUN, Dec. 20, 1995, at 15A.

45. Id.

46. Tom Clancy, Editorial, L.A. TIMES, Apr.21,1995,atB7. Clancy went on to say, "America's

intelligence agencies are massive and expensive, but they are overly focused on technical intelligence-
gathering. Of the CIA's 15,000 paid employees, perhaps 700 or so are actual field intelligence
officers--spies." Id.

. 47. See Wheaton, supra note 3, at 10.
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of our nation. Proponents of the Totten doctrine argue that without its
protections, displeased operatives would be able to pressure the government
into paying unjust claims by threatening to reveal state secrets." However,
many American officials are beginning to realize that foreign spies might be
far less willing to engage in covert employment and take risks if they believe
that the CIA or another agency would not make good on its debts.4 9

Ultimately, preservation of our national security mandates that the Totten

doctrine be reexamined to provide for a more evenhanded result.

I. THE IMPERMISSIBLE EXPANSION OF ToITEN

The Totten doctrine, once invoked by the government, requires complete
dismissal of a claim for alleged governmental breach of contract for secret
services. However, adequate alternatives exist that both protect national
security and further constitutional values of fairness and equity. The courts'
failure to utilize available judicial techniques and the legislature's failure to
require the use of such techniques are disheartening to forsaken claimants,

who have often served their country with nothing to show for it. Even more
disturbing is the slow metamorphosis that Totten has undergone over the last
decade and a half. Originally designed to be invoked in cases for alleged
contracts for secret services, recent decisions indicate that the breadth of
Totten's application is expanding to encompass non-contractual situations.
The United States government has begun to invoke Totten in order to combat
other types of claims brought against it. The state secrets privilege is
commonly reserved for generic cases involving national security issues,

usually providing a greater deal of protection for plaintiffs than does Totten."

By the government introducing Totten beyond the contract-for-covert-services
arena, courts can simply dismiss many more cases before hearing them. This

48. See U at 17.
49. Waller. supra note 36, at 26.
50. Under the Reynolds standard, when the government invokes the privilege either as a

defendant or as an intervenor, it can lead to dismissal of the action in three circumstances: (1) If the
assertion of the privilege denies the plaintiff certain evidence that prolubits his establishment of a prima
facie case; (2) if the court determines that a valid privilege claim so hampers the defendant in establishing
a valid defense that the trier is likely to reach an erroneous conclusion; and (3) if the very subject matter
of the plaintiff's action is a state secret, even if the plaintiff has set forth other information that would
allow him to successfully make out a prima facie case. Gardner, supra note 4, at 576-77. It is this last
tenet of the Reynolds standard that has its origins in Totten. The Toten doctrine differs from the state
secrets privilege in that invoking Totten causes a suit to be dismissed, where invoking the state secrets
privilege merely disallows the production and use of evidence at trial. Under the state secrets privilege,
if the plaintiff can still make out a prima facie case without the privileged information, generally he still
may proceed with his case.
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expansion in the scope of the Totten doctrine is both dangerous and
unfounded.

A. The Catholic Action Case

In 1977, the United States Department of the Navy made a decision to
transfer nuclear weapons and ammunition situated at various locations on the
island of Oahu, Hawaii to the West Loch branch of the Lualualei Naval
Magazine." Pursuant to this decision, the Navy conducted an Environmental
Impact Assessment 2 to determine how the movement of the weapons would
affect the environment. 3 The assessment eventually concluded that the
necessary construction of forty-eight magazines and associated structures
would have no significant environmental impact, and therefore the Navy was
absolved from producing an Environmental Impact Statement (EIS) as
required by the National Environmental Policy Act (NEPA).' The Catholic
Action of Hawaii/Peace Education Project brought suit to enjoin the building
of the new facilities at West Loch until the Navy produced an EIS.s5 The
plaintiffs maintained that the Navy had impermissibly ignored the increased
risk of a nuclear accident resulting from West Loch's proximity to three
nearby air bases and the effects such an accident could have on the population
of Hawaii.56 The Navy continued to refuse production of the EIS, arguing that
national security interests prohibited it from even admitting the presence of

51. Weinberger v. Catholic Action of Haw.Peace Educ. Project, 454 U.S. 139, 141 (1981).

52. An Environmental Impact Assessment is a document prepared by a federal agency in order
to determine whether a formal Environmental Impact Statement should be prepared. See 40 C.F.R. §

1508.9 (2000).

53. Weinberger, 454 U.S. at 141.

54. The National Environmental Policy Act (NEPA) provides:

The Congress authorizes and directs that, to the fullest extent possible: (1) the

policies, regulations, and public laws of the United States shall be interpreted and

administered in accordance with the policies set forth in this chapter, and (2) all

agencies of the Federal Government shall-...
(C) include in every recommendation or report on proposals for legislation and

other major Federal actions significantly affecting the quality of the human

environment, a detailed statement by the responsible official on-

(i) the environmental impact of the proposed action,

(ii) any adverse environmental effects which cannot be avoided should the proposal

be implemented,

(iii) alternatives to the proposed action,

(iv) the relationship between local short-term uses of man's environment and
maintenance and enhancement of long-term productivity, and

(v) any irreversible and irretrievable commitments or resources which would be

involved in the proposed action should it be implemented.

42 U.S.C. § 4332 (1994).
55. Weinberger, 454 U.S. at 142.

56. Id.
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nuclear warheads at the facility, much less assessing their potential

environmental impact.
The United States Court of Appeals for the Ninth Circuit determined that

the Navy should be required to produce a modified EIS that "hypothesize[d],
but [did] not concede, that the facility will be used for the purpose for which
ithas been made capable."" The Supreme Court reversed the court of appeals
decision, stating that the express language of § 102(2)(C) of NEPA provides
that public disclosure of an EIS is governed by the Freedom of Information
Act (FOIA)58 in order to "balance the public's need for access to official
information with the Government's need for confidentiality." 9 Justice

Rehnquist then went on to find FOIA's (b)(1) exemption 6W applicable to the

situation at hand. The Court referred to Executive Order 12,065,1 which
"confers upon specified officials the power to classify information if its

release would pose a threat to national security."6 Rehnquist then determined
that "[v]irtually all information relating to the storage of nuclear weapons is

classified.
' "s

In explaining that FOIA governs public disclosure of an EIS and then

concluding that "it is clear that Congress intended that the public's interest in
ensuring federal agencies comply with NEPA must give way to the
Government's need to preserve military secrets,"" Justice Relmquist fell

short of his constitutionally and statutorily mandated duty. According to one
commentator, "[i]n Catholic Action, the actual storage of nuclear weapons
might have been classifiable information. However, the court apparently

made no effort to determine whether the disclosure ofaproposal to store such
weapons would pose any threat to the national security."s In other FOIA and

state secret cases, however, when agencies have maintained that they could
neither confirm nor deny the existence of certain documents, courts have, at
a minimum, reviewed government affidavits in camera or listened to ex parte
arguments before exonerating the government from its disclosure

57. Id. at 144.
58. 5 U.S.C. § 552(aX1)-(2) (1994).

59. Weinberger, 454 U.S. at 144.
60. The (bXl) exemption exempts from disclosure matters that are "(A) specifically authorized

under criteria established by an Executive order to be kept secret in the interest of national defense or

foreign policy and (B) are in fact properly classified pursuant to such Executive order." 5 U.S.C. §

552(bXl).

61. Exec. Order No. 12,065,43 Fed. Reg. 28,949 (June 28, 1978).

62. Weinberger, 454 U.S. at 144.

63. Il

64. Id. at 145.
65. Stephen Dycus, NEPA Secrets, 2 N.Y.U. ENVTL. LJ. 300,306 (1993) (citing Cary Ichter,

Conment, "Beyond Judicial Scrutiny: "Military Compliance with NEPA, 18 GA. L. REV. 639, 661 n.131

(1984)) (emphasis in original).
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obligations." Moreover, Justice Rehnquist abdicated his statutory duty to
determine whether the information in fact posed a threat to national security.

As one commentator has noted, "[tihe Catholic Action court hardly played the

active role that Congress envisioned for it in either FOIA or NEPA. The
Court's failure to inquire into the propriety of classification enabled it to

abstain from a determination of agency compliance with NEPA."67

Instead of utilizing his judicial tools of review, Rehnquist surprisingly

determined that "whether or not the Navy has complied with NEPA 'to the

fullest extent possible' is beyond judicial scrutiny in this case."" Rehnquist
then cited Totten in holding that "we have held that 'public policy forbids the
maintenance of any suit in a court of justice, the trial of which would

inevitably lead to the disclosure of matters which the law regards as

confidential, and respecting which it will not allow the confidence to be

violated."" 9  Despite the procedures already established in FOIA for

discussion of national security sensitive evidence that is essential to either
party and the availability of the less harsh state secrets privilege, the Catholic

Action Court chose to completely dismiss the suit, via Totten, without any

examination of the actual effect the required EIS might have on national
security. This pronouncement from the Supreme Court was misplaced and

unfortunately may have opened a Pandora's box of governmental Totten

claims.

B. The Recent Area 51 Litigation

Since Catholic Action, a number of courts has permitted the government

to invoke Totten, or have themselves cited Totten, in a variety of situations
unrelated to contracts for covert services." In light of the government's latest
erroneous reliance on Totten to maneuver away from another possibly valid

claim, the time has come to redefine and solidify the doctrine's parameters.
The recently decided case ofKasza v. Browner is the latest opinion to be

handed down by a federal court that inappropriately placed Totten in an alien

66. SeePhiilippiv. Cental IntelligenceAgency,546F.2d 1009(D.C. Cir. 1976) (in which a FOIA

requester sought information about the use of a geological survey test to salvage a sunken Soviet
submarine); see also Dycus, supra note 65, at 305-06.

67. Dycus, supra note 65, at 306 (emphasis in original).

68. WeLnberger, 454 U.S. at 146 (emphasis added).

69. Id. at 146-47(citingTottenAdm'rv. United States, 92 U.S. 105,107 (1 875); see also United

States v. Reynolds, 345 U.S. 1, 11 n.26 (1953)).

70. See, eg., Fitzgerald v. Penthouse Int'l, Ltd., 776 F.2d 1236, 1237 (4th Cir. 1985) (court

dismissed claim without trial concerning the Navy's use of dolphins in submarine warfare); In re United

States, 872 F.2d 472 (D.C. Cir. 1989) (claim involving certain activities of the Federal Bureau of

Investigation).
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setting." In this case, former workers at a secret facility operated by the

United States Air Force near Groom Lake, Nevada, also known as "Area 51,"

brought suit against the Air Force and the Environmental Protection Agency.'

The complaint alleged that the Air Force violated the Resource Conservation
and Recovery Act's federal facility reporting and inventory requirements 3 and
committed a number of other violations involving storage, treatment, and

disposal of hazardous waste at the site.74 The lawsuit alleged that throughout

the 1980s, the Air Force and its contractors regularly filled fifty-five gallon
drums with toxic waste, emptied the waste into football field-size trenches,
doused it with jet fuel, and burned it.S Exposure to these undetermined

71. Kaszav. Browner, 133 F.3d 1159(9th Cir. 1998).
72. Id. at 1162.
73. The relevant portions of the Resource Conservation and Recovery Act (RCRA) provide:

(a) Program requirement; submission; availability; contents
Each Federal agency shall undertake a continuing program to compile, publish, and
submit to the Administator (and to the State in the case of sites in States having an
authorized hazardous waste program) an inventory of each site which the Federal
agency owns or operates or has owned or operated at which hazardous waste is
stored, treated, or disposed of or has been disposed of at any time. The inventory

shall be submitted every two years beginning January 31, 1986. Such inventory
shall be available to the public as provided in section 6927(b) of this title .... The
inventory shall include each of the following.
(1) A description of the location of each site at which any such treatment, storage,
or disposal has taken place before the date on which permits are required under
section 6925 of this title for such storage, treatment, or disposal, and where
hazardous waste has been disposed, a description of hydrogeology of the site and
the location of withdrawal wells and surface water within one mile of the site.
(2) Such information relating to the amount, nature, and toxicity of the hazardous
waste in each site as may be necessary to determine the extent of any health hazard
which may be associated with any site.
(3) Information on the Iown nature and extent of environmental contamination at
each site, including a description of the monitoring data obtained.
(4) Information concerning the current status of the site, including information
respecting whether or not hazardous waste is currently being treated, stored, or
disposed of at such site (and if not, the date on which such activity ceased) and
information respecting the nature of any other activity currently carried out at such
site.
(5) A list of sites at which hazardous waste has been disposed and environmental
monitoring data has not been obtained, and the reasons for the lack of monitoring
data at each site.
(6) A description of response actions undertaken or contemplated at contiminated
sites.
(7) An identification of the types of techniques of waste treatment, storage, or
disposal which have been used at each site.
(8) The name and address and responsible Federal agency for each site, determined
as of the date of preparation of the inventory.

42 U.S.C. § 6937(a) (1994).
74. Kasza, 133 F.3d at 1163.
75. See Bob Egelko, Toxic Data at Area 51 Ruled Confidential, LAS VEGAS SUN, Jan. 8, 1998,
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chemicals allegedly resulted in the death of two of the plaintiffs and serious

injuries to many others. 76

Once the discovery process began, the Air Force formally invoked the

state secrets privilege and refused to furnish the plaintiffs with any
documentation regarding the matter." The Air Force further maintained that
any disclosure of information 'regarding Area 51 would be extremely

detrimental to the national security of the United States.8 The district court,
after in camera review of documents prepared by the Secretary of the Air

Force, Sheila Widnall, granted summary judgment for the Air Force, stating
that the state secrets privilege had been properly invoked.79 At no time,

however, did the district court review actual environmental records from Area

51; the in camera review consisted merely of a document prepared by the

Secretary of the Air Force.
On appeal, the United States Court of Appeals for the Ninth Circuit

affirmed the district court's decision that the state secrets privilege was
properly invoked and was consequently fatal to the plaintiffs' claim. After an
extensive reiteration of the state secrets privilege's three-prong test s the court

of appeals determined that denial of the privileged information would prohibit

the plaintiffs' establishment of a prima facie case."' The court stated:

We also hold that the scope of the privilege asserted by the Air
Force was not overbroad. Based on our in camera review of both
GeneralMoorman's and Secretary Widnall's classified declarations,
we are satisfied that the Air Force properly employed the ... state
secret privilege to withhold information requested in [the
plaintiff's] various discovery requests. We are convinced that
release of such information would reasonably endanger national
security interests.82

In making this determination, however, the judges never viewed actual
environmental documents from Area 51 to make an educated determination
of the dangers to national security. The only documents the court of appeals

examined in camera were statements produced by one of the parties. The

court merely accepted the prepared statements of one of the parties in the

at I; see also News Media Update, High Court Won't Review "State Secrets "Privilege in 'Area 51"Case,

Nov. 16, 1998, available at http://www.rcfp.org/NMU/981116c.html.

76. News Media Update, supra note 75.

77. Kasza, 133 F.3d at 1163.

78. Id.

79. l
80. See supra note 22.

81. Kasza, 133 F.3d at 1169-70.

82. Id. at 1170.
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litigation as gospel and consequently unfairly denied the other party a chance

at relief.
Even more alarming however, was Judge Rymer's citation to the Totten

doctrine:

As the Supreme Court recognized over 120 years ago, 'public
policy forbids the maintenance of any suit in a court of justice, the
trial of which would inevitably lead to the disclosure of matters
which the law itself regards as confidential, and respecting which
it will not allow the confidence to be violated."U

Rymer continued to state that:

Not only does the state secret privilege bar [the plaintiff] from
establishing her prima facie case on any of her eleven claims, but

any further proceeding in this matter would jeopardize national
security. No protective order can salvage [the plaintiff's] suit.

Therefore, as the very subject matter of [the plaintiff's] action is a
state secret, we agree with the district court that her action must be
dismissed.8

Once again the federal courts improperly asserted the Totten doctrine. Instead

of adequately reviewing relevant documents in camera or appointing a special
master to determine the threat to national security, tasks that federal judges

are more than capable to perform, the court decided to apply the fast and easy
Totten doctrine to simply dismiss the litigation. The court blindly concluded
that "no protective order can salvage [the plaintiffrs] suit" since no one ever

viewed the materials the plaintiffs sought."5 The case evinces another

example of the federal courts misapplying Totten instead of embarking on

their constitutionally required mission-adequate review.

IV. A PROPOSAL FOR ALTERNATiVES TO SIMPLE DISMISSAL

Adequate protection of national security need not rely on the overly
harsh provisions of the Totten doctrine. Currently, the judicial response to a

valid Totten claim by the government is a complete denial of the action in a

court of law.86 Courts do not attempt to minimize the prejudicial impact of

Totten, and judges often refuse to exercise their obligation to enforce controls

83. Id.
84. Id. (emphasis added.
85. Id.
86. See Totten Adm'r v. UnitedStates, 92 U.S. 105, 106-07 (1875).
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on the executive branch of government as mandated by the Constitution. 7

Courts continue to be reluctant to use the wide assortment of judicial
techniques that are available to satisfy national security needs while at the
same time permitting restricted access to relevant information." These
judicial techniques are used widely in other types of classified litigation, and
there is absolutely no reason not to adopt them for suits involving secret
service contracts. 9 In other national security cases, such as prosecution of
espionage against the United States, extremely sensitive information is often
introduced under seal." This is exemplified by the case of Foster v. United
States in which the entire proceeding involving the CIA's use of secret patents
was classified and placed under seal." "The use of such techniques as part of
ajudicial policy of impact minimization would permit the executive to protect
legitimate national security interests while preserving constitutional and
statutory protections against the abuse of those powers."'

A. In Camera Review

In camera review by a judge would adequately protect national security
and provide a forum for worthy claims. The executive branch has been
reluctant to endorse such a program, however. An underlying belief exists
that the federal judiciary is not competent to determine what will affect
national security.93 In addition, members of the executive branch, as well as
others, maintain a latent distrust of the federal judiciary's ability to protect
information that is reviewed ex parte or in camera. These beliefs are
misguided. As some commentators have correctly pointed out, federal judges
frequently decide many complex cases, including patent and antitrust cases,
and should also be entrusted with information vital to national security.94 One
critic of the current regime has noted, "[T]here are few cases in which data are

87. Note, The Military and State Secrets Privilege: Protection for the National Security or

Immunityfor the Executive?, 91 YALE L.J. 570, 582 (1982).

88. Id.

89. See Brief for Appellant at 8, Korczak v. United States, 124 F.3d 227 (Fed. Cir. 1997) (No.

96-5139).

90. See, eag., United States v. Miller, 874 F.2d 1255 (9th Cir. 1989); United States v. Tawfiq

Musa, 833 F. Supp. 752, 756 (E.D. Mo. 1993); United Statesv. Lima-Lopez, 738 F. Supp. 1404 (S.D. Fla.

1990); see also Brief for Appellantat 8, Korczak v. United States, 124 F.3d 227 (Fed. Cir. 1997) (No. 96-

5139). "[ln all other respects, contracts with the Central Intelligence Agency have been enforceable in

the Court of Federal Claims, even where they involved national security issues and sensitive information

placed upon seal." Id. at 7.

91. See Foster v. United States, 12 Cl. Ct. 492 (Cl. Ct. 1987); see also Brief for Appellant at 8,

Korczak v. United States, 124 F.3d 227 (Fed. Cir. 1997) (No. 96-5139).

92. Note, supra note 87, at 582.

93. Gardner, supra note 4, at 589.

94. Id.
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so secret with its value so subtle that a judge could not be trusted to make a
reasoned decision."95 A federal judge surely possesses the requisite ability
and trustworthiness to determine and adjudicate matters involving alleged
government contracts for secret or covert services.

Although judges have been reluctant to utilize the concept ofadversarial
in camera proceedings in the past, it has on occasion been acknowledged as
a worthwhile and effective option. The United States Court of Appeals for the
Second Circuit in Halpern v. UnitedStates, a case brought under the Invention
Secrecy Act, instructed the district court to hold an in camera trial "if in its
opinion such a proceeding can be held without running any serious risk of
divulgence of military secrets."'6 In analyzing the related state secrets
privilege, the court of appeals correctly recognized that the application of the
doctrine is limited by its purpose. The court thought dismissal of the action
to be inappropriate if "disclosure to court personnel in an in camera
proceeding will not make the information public or danger the national
security."'

The Court of Appeals for the Fourth Circuit has also recognized the
potential value of in camera review of sensitive documents. While
emphasizing that a court has the authority to take steps to protect against the
disclosure of litigation material, the court stated that dismissal of an action
should only occur when "no amount of effort and care on the part of the court
and the parties will safeguard privileged material. "" Despite the judiciary's
failure to utilize this tool to enhance the justice process, it remains a viable
option. The potential risk to the government or to national security from
erroneous disclosure would be extremely minute under an in camera
proceeding. The benefit of such a proceeding to the justice system would be
enormous."

B. Freedom ofinformation Act Style Judicial Review

The litigation surrounding FOIA ° illuminates an example of successful
judicial participation in legal disputes involving national security information.
The original purpose of FOIA was "to ensure an informed citizenry, vital to

95. James Zagel, The State Secrets Privlege, 50 MINN. L REV. 875,900 (1966).

96. Halpem v. United States, 258 F.d 36,43 (2d Cir. 1958). The court relied input, however,

on the fact that both parties already had knowledge ofthe secret information that was sought. Theplaintiff

was not seeldng to obtain information that he did not already know. Id. at 44. See Askin, supra note 1,
at 774.

97. Halpern, 258 F.2d at 44.

98. Fitzgerald v. Penthouse Int'l, Ltd., 776 F.2d 1236, 1244 (4th Cir. 1985).

99. See Askin, supra note 1, at 775.

100. 5 U.S.C. § 552 (1994).
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the functioning of a democratic society, needed to check against corruption
and to hold the governors accountable to the governed."'*' FOIA imposes on
federal agencies a duty to disclose and to generally make available to the
public information pertinent to the agency." It also requires the agency to
quickly respond to requests for specific information from U.S. citizens.Ie
However, these general principles of open disclosure are abandoned when the
information is "(A) specifically authorized under criteria established by an
Executive order to be kept secret in the interest of national defense or foreign
policy and (B) are in fact properly classified pursuant to such Executive
order."' ' This exception is known as the (b)(1) exemption."'s

101. NLRB v. Robbins Tire and Rubber Co., 437 U.S. 214,242 (1978).

102. The relevant portions of the Freedom of Information Act provide:

a) Each agency shall make available to the public information as follows:

(1) Each agency shall separately state and currently publish in the Federal Register

for the guidance of the public--

(A) descriptions of its central and field organization and the established places at

which, the employees (and in the case of a uniformed service, the members) from

whom, and the methods whereby, the public may obtain infornntion, make

submittals or requests, or obtain decisions;

(B) statements of the general course and method by which its functions are

channeled and determined, including the nature and requirements of all formal and

informal procedures available;

(C) rules ofprocedure, descriptions of forms available or the places at which forms

may be obtained, and instructions as to the scope and contents ofall papers, reports,

or examinations;
(D) substantive rules of general applicability adopted as authorized by law, and

statements of general policy or interpretations of general applicability formulated

and adopted by the agency; and

(E) each amendment, revision, or repeal of the foregoing ....

(2) Each agency, in accordance with published rules, shall make available forpublic

inspection and copying-

(A) final opinions, including concurring and dissenting opinions, as well as orders,

made in the adjudication of cases;

(B) those statements of policy and interpretations which have been adopted by the

agency and are not published in the Federal Register;,

(C) administrative staffmanuals and instructions to staffthat affect a memberof the

public;

(D) copies of all records, regardless of form or format, which have been released to

any person under paragraph (3) and which, because of the nature of their subject

matter, the agency determines have become or are likely to become the subject of

subsequent requests for substantially the same records; and

(E) a general index of the records referred to under subparagraph (D);...

5 U.S.C. § 552(aXl)-(2); see also Gardner, supra note 4, at 595.

103. 5 U.S.C. § 552(aXl)-(2); see also Gardner, supra note 4, at 595.

104. 5 U.S.C. § 552(bXl). President Reagan's 1982 Executive Order dramatically increased the

number and typesofdocuments and information that could be protected under the (b)(l) exemption. Exec.

Order No. 12,356,47 Fed. Reg. 14,874 (Apr. 6,1982).

105. JAmsT. O'REILLY, FEDERAL INFORMATION DISCLOSURE § It (2d ed. 1990).
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When the federal government asserts a (b)(l) exemption, the court may

make a de novo review of the information." In the landmark case of Ray v.

Turner, the United States Court of Appeals for the D.C. Circuit delineated five
criteria for de novo review in national security cases:'07

(1) The government has the burden of establishing an exemption;
(2) the court must make a de novo determination; (3) agency
affidavits must be accorded substantial weight; (4) the trial court
has sound discretion to choose whether and how to conduct an in
camera examination of the actual documents; and (5) the trial court
should be satisfied that proper classification procedures were
followed and the contested item 'logically falls' into the category
claimed."'

The FOIA style judicial review sets out understandable requirements and
sufficiently structures the litigation as to provide for acceptable protection of
vital national security interests while making available the information needed
for plaintiffs to bring suit. Thus FOIA is able to effectively satisfy these two
conflicting goals. One alternative to applying the Totten doctrine to simply
dismiss litigation is the establishment of legislation, coupled with an
appropriate executive order. This alternative requires the same standards and
guidelines for Totten cases as FOIA (b)(l) exemptions.1'9

C. Special Masters

In addition to placing documents under seal and utilizing in camera
review, courts have sometimes appointed special masters with expert
knowledge in the subject area to determine issues sensitive to national

security. "° This type of judicial tool is authorized, although sparingly, by

Rule 53 ofthe Federal Rules of Civil Procedure."' Some commentators have

106. See Christopher M. Mason, Connent, Devdopments Under the Freedom of Information
Act-1981, 1982 DuKE LJ. 423,429 (1982).

107. Ray v. Turner, 587 F.2d 1187 (D.C. Cir. 1978); Gardner, wpra note 4, at 595-96.
108. Id at 596 (citing Ray, 587 F.2d at 1194-95).
109. Commentators have argued a similar proposal for cases controlled by the state secrets

privilege. See I, at 596.

110. IiMat593.
S11. Rule 53 of the Federal Rules of Civil Procedure states:

(a) The court in which any action is pending may appoint a special master therein.
As used in these rules, the word "master" includes a referee, an auditor, an
examiner, and an assessor...
(b) A reference to aaster shall be the exception and not the rule. In action to be
tried by ajury, a reference shall be made only when the issue are complicated; in
actions to be tried without a juy ... a reference shall be made only upon a
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argued that allowing special masters with the requisite security clearance to
separate information potentially harmful to national security from benign
information is an effective way to protect national interests while still

allowing plaintiffs to bring their suits." ' This type of review was successfully
used in In re "Agent Orange " Product Liability Litigation, in which a special
master was appointed and cleared to review classified documents surrounding

the class action suit brought by Vietnam War veterans." 3

The United States Court of Appeals for the D.C. Circuit" 4 also
recognized the effectiveness of using special masters in situations involving
documents sensitive to national security. In re United States Department of

Defense was a case brought under FOIA in which a newspaper attempted to
compel production of 14,000 pages of classified documents relating to efforts
to rescue Iranian hostages."' In order to obtain the necessary expertise and
maintain the secrecy of the documents, the court appointed a special master

to develop representative samples of the documents and to summarize each
party's actual or potential arguments."" In defending its decision, the court
of appeals noted that a "necessity [existed] of obtaining the services of an
independent person who is skilled and experienced innational security matters
(including the control of sensitive documents)."'"17

As some courts have realized, special masters are an extremely useful but

drastically underutilized judicial tool. When appropriately appointed in
Totten cases, experts in national security issues with the requisite security
clearance can summarize and submit sensitive information to the trier of fact.

This effectively maintains the plaintiff's suit while protecting national

security.

showing that some exceptional condition requires it....
(c)... Subject to the specifications and limitations stated in the order, the master

has and shall exercise the power to regulate all proceedings in every hearing before

the master and to do all acts and take all measures necessary or proper for the
efficient performance of the master's duties under the order.

FED. R. Cw. P. 53.
112. Christopher Brancart, Rethinking the State Secret Privilege, 9 WHrrTim L REv. 1, 24-25

(1987); see also Gardner, supra note 4. at 593-94.

113. In re "Agent Orange" Product Liability Litigation, 97 F.R.D. 427 (E.D.N.Y. 1983).

114. A number of other courts have appointed special masters for dealing with national security

information. The court in Lora Corp. v. McDonnell Douglas Corp. emphasized that Rule 53(b) of the

Federal Rules of Civil Procedure provided an alternative to simple dismissal in national security cases.

See Loral Corp. v. McDonnell Douglas Corp., 558 F.2d 1130 (D.C. Cir. 1977). The court stated that

"Congress has provided professional, experienced officers in the magistrates available to serve as special

masters and encouraged the districtcourt to continue innovative experimentations in the use of this judicial
officer." Id. at 1133. The Second Circuit made a similar determination in Cliff v. United States, 597 F.2d

826 (2d Cir. 1979).
115. In re United States Dp't of Defense, 848 F.2d 232,233 (D.C. Cir. 1988).

116. Id.

117. Id.at 234.
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D. Other Judicial Techniques

Related to the idea of a special master is the creation of a special tribunal
to adjudicate both state secrets privilege and Totten doctrine claims. By
creating this special court to deal solely with these types of issues, the court
could develop the expertise and the requisite security procedures to deal with
these cases safely."" The tribunal could operate similar to the review that is
used in FOIA requests. Another useful model for such a court is outlined in
the Foreign Intelligence Surveillance Act." 9

Additionally, Congress could create a special prosecution office to deal
solely with matters involving national security. The special counsel, similar
to the Independent Counsel appointed under the Ethics in Government Act, 1o

would be entrusted with prosecuting national security related claims against
the government or claims in which the government intervenes and invokes the
Totten doCtrine1

2

A number of additional alternatives to the Totten doctrine currently exist
that are far more equitable. A heightened standard of review is already being
used in FOIA litigation to determine the accessibility of national security
related information. In addition, special masters and in camera review
promise a more evenhanded result for individuals bringing suit. Why courts
refuse to utilize these judicial tools for evaluation of claims involving
contracts for secret services remains a mystery to many in the legal
community.

CONCLUSION

The national security of the United States is not something with which
to trifle. Protection of U.S. citizens, soldiers, and their way of life hinges on
our ability to maintain secrecy regarding aspects of our military policies and
readiness. However, pursuing these lofty goals is not license to trample on the
constitutionally-created rights of the individual without adequate protections.
The Totten doctrine, created 125 years ago to adjudicate claims involving
contracts for secret services, is outdated and inadequate. Continued reliance
on the doctrine to summarily dismiss claims before they can be heard is both
detrimental to national security and infringes upon the constitutional rights of
individual citizens. Adequate alternatives exist that can sufficiently protect

118. See Dycus, supra note 65, at 310.

119. 50 U.S.c. §§ 1801-1811 (1994); see also Dycus, supra note 65, at 310.
120. 28 U.S.C. §§ 591-599 (1994).
121. See Dycus, supra note 65, at 310.
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national security and at the same time provide a forum to hear valid claims

from loyal servicemen and women. These alternatives need to be

implemented in Totten litigation with the utmost speed.

Furthermore, the unwarranted expansion of the Totten doctrine to non-

contractual situations is extremely alarming. Totten allows the government

to avoid a trial on an issue by simply claiming it will have a detrimental effect

on national security. To allow the government to wield this axe in any form

of litigation, a trend that seems to be unfolding, is among the most obvious

forms of bootstrapping. The potential now exists for the government to

simply dismiss any action before it can be heard in the name of national

security. The negative impact of such a result is enormous. Courts must

recognize this impermissible expansion of the Totten doctrine and begin to

temper its application to the brand of cases for which it was originally

designed.

Sean C. Flynn


