HACKING YERMONT’S COMPUTER CRIMES STATUTE

In late fall of 1998 the North Avenue Branch of KeyBank in
Burlington was robbed by an armed man. A few days later the
suspect in that crime was identified. Subsequently, officials of the
FBI and local police conducted a search of his apartment. . ., The
apartment was in disrepair and disarray. The bed had no sheets on
it, even though it was apparent that it had recently been slept in.
More striking to the investigators was the portion of the apartment
that was not in disarray—the computer system. In a dwelling that
could only be described as hideous was a brand new $3000.00
computer system. Along with the computer were found indications
that the suspect was engaging in trade of child pornography as well
as financial crime schemes over the Internet.’

INTRODUCTION

With the evolution of advanced computer technologies and the increased
accessibility to the Internet, criminal behavior is becoming more sophisticated
and complex.? Both computer technologies and the Internet present new
challenges to criminal law because they offer “new ways to commit old
crimes and the means of committing crimes unknown to a pre-digital justice
system.™ With increasing computer technologies available to all types of
users and an array of information accessible online, including easily
downloadable password cracking programs and cyber-terrorism tools, the pool
of potential computer criminals deepens.*

In response to this new variety of crime, legislatures are responding with
proactive statutory ammunition., In May 1999, the Vermont General
Assembly enacted a computer crimes statute, entitled “An Act Relating to
Computer Crimes,™ designed to combat computer crime, one of today’s top
challenges for state and local law enforcement officials.® Although known for
its progressive agenda, the State of Vermont was the last state in the country
to implement computer crime legislation.” Vermont’s new law makes certain
acts involving computers illegal, including: knowingly accessing any

1. Vermont Computer Crime Bil—H.0039: Testimony before the Vermont General Assembly
(Jan, 21, 1999) (statement of Detective Michael E. Schirling).

2. Laura J. Nicholson et al., Computer Crimes, 37 AM. CRIM. L. REv. 207, 208 (2000).

3. Joseph M. Olivenbaum, CTRL-ALT-DELETE: Rethinking Federal Computer Crime
Legisiation, 27 SETON HALL L. REV, 574, 575 (1997).

4. Over the past few decades “incidents of hacking, genemlly defined broadly as the
unauthorized access of a computer, have . . . increased.” Mary M. Calkins, They Shoot Trojan Horses,
Dor 't They? An Economic Analysis of Anil-Hacking Regulatory Models, 89 GEO. L..J. 171, 172 (2000).

5. VT.STAT. ANN. tit. 13, §§ 41014107 (Supp. 2000).

6. 106 CONG. REC. S1314 (daily ed. July 1, 1999) (statement of Sen. Leahy).

7. Dean Signs Computer Crimes Bill Into Law, AP NEWSWIRES 01:07:00, May 28, 1999
fhereinafter Dean].
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computer system or data without permission; accessing a computer to commit
fraud; intentionally altering, damaging or interfering with another system;
stealing information from computer systems, or depriving an owner access to
their system.® To complement this new law, the General Assembly enacted
“An Act Related to Internet Crimes” in 2000, which revises existing criminal
laws to make clear that they apply in situations where the crime is committed
through the use of the Internet, or by use of a computer or other electronic
communications device.” In that same year, the General Assembly enacted
“An Act Relating to the Sexual Exploitation of Children,” which criminalizes
the possession of child pornography, ultimately making it a criminal offense
to possess any visual depiction of sexual conduct by or lewd exhibitions of 2
¢hild." Together, these state laws establish the necessary framework for
addressing the risks of a computerized society, while providing firm
groundwork for protecting electronic commerce and privacy in Vermont."

This Note examines Vermont’s “Act Relating to Computer Crimes” and
highlights areas of statutory weakness, outlining inadequacies and loopholes
in the existing computer crime laws, and posits reasons for mandating
comprehensive state computer crime legislation. While the ensuing
discussion briefly examines Vermont’s Acts Relating to Internet Crimes and
Sexual Exploitation, the Act Relating to Computer Crimes is the primary
analytical focus. Before reaching a critical discussion of this statute, however,
it is first necessary to broadly discuss computer crime. Part I examines the
problem of defining computer crime, the growing threat of computer crime,
and the reasons behind the implementation of computer crimes laws,
particularly in Vermont. PartII provides a generic overview of state statutory
approaches, but focuses primarily on Vermont's statutory approach to
computer crime. Part IT[ dissects Vermont’s approach, highlighting areas of
potential prosecutorial weakness and suggesting possible amendments aimed
at shoring up Vermont’s computer crimes legislation. Part IV identifies the
key obstacle to combating computer crime, which threatens the efficacy of
even the most comprehensive computer crimes statutes, The key obstacle is
finding sufficient resources to investigate and prosecute computer crimes,
which are financially intensive in scope and require high-tech skills and
knowledge to keep pace with technological advancements.

B. See generally VT. STAT. ANN. tit. 13, §§ 4101-4107; 106 CONG. REC. 51314, supra note 6.
9. An Act Relating to Internct Crimes, VT. STAT. ANN, tit 13, §§ 2, 1027, 1061, 1101, 1753,
2005, 2103, 2802, 2804, 2821 (1598 & Supp. 2000).
10. An Act Relating to the Sexual Exploitation of Children, VT. STAT. ANN. tit. 13, § 2821-2828
(1998 & Supp. 2000). Prior to this enactment only the promotion or transmission of child pornography
was illegal.
11. See 106 CONG. REC. 51314, supra note 6.
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Vermont’s computer crimes statute, Internet crimes statute, and sexual
exploitation statute are integral to the security, safety, and protection of
Vermonters. Moreover, comprehensive computer crime legisiation is an
essential feature for a state which heralds electronic commerce as a successful
part of its economy.'> As such, Vermont faces the challenge of keeping pace
with technology and maintaining comprehensive statutes that are void of
obstacles to the successful prosecution of computer crimes. As this Note
illustrates, however, although Vermont’s primary computer crimes statute is
less than two years old, it needs revamping—both to add clarity and to
accommodate technological change. By looking to other state models for
guidance, Vermont will be better equipped to deal with the emerging
computer crime frontier.

I. BACKGROUND

Vermont’s computer crimes statute came into effect just one week after
hackers infiltrated the state’s computer system and left at least three
unauthorized messages on the state’s World Wide Web homepage.” On May
20, 1999, “for at least four hours . . . a visitor to the state’s homepage was
greeted by a page entitled “Hackfactor X' that contained a series of profanities
and the message, ‘Well, 1 can see how our tax dollars are being spent on
computer security.””™ As the last state in the country to implement computer
cnme legislation, this incident served as an overdue wake-up call to Vermont
lawmakers who were ““pretty much unaware’ that Vermont was the only state
without such criminal provisions.”” The need for state computer crime
legislation naturally fits with increasing Internet dependence, escalating
electronic commerce, and growing interest in maintaining privacy of personal

12. Dean,supranote 7. According to Governor Howard Dean, who signed the computer crimes
bill into law, “{i]f you are going to promote electronic commerce—which we do 8 lot of and which isa
hugely growing, very successful part of Vermont’s economy—you have to have a bill like this.” 7d.

13. Id; see aiso Hackers Leave Message on Vermont ‘s Home Page, PATRIOT LEDGER, May 22,
1999, at 20, available at 1999 WL 8462306 [hereinafter Hackers).

14, Hackers, supra note 13, at 20.

15. Dean, supra note 7 (Rep. Kathleen Keenan, D-5t. Albans stated: “By the time we finished
listening to testimumy, we . . . felt that [computer crime legislation] was pretty important.”). In his
testimony before the Vermont General Assembly, Detective Michael E- Schirling noted:

QOver the past two years I have received zeveral calls from persons seeldng
information about investigation and prosecution of crimes ranging from web site
destruction to data loss or theft, from child pomography to molestation of children
lured via computer usage and the Internet. Some of these cases were investigated
using existing atatutes or Federal icgislation as a backdrop. During each
conversation, T discussed Vermont's lack of computer crime legislation and our
difficulty in procecding with investigations in areas in which no eriminal law exists,
Vermont Compuier Crime Bill, yupra note 1.
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information, even in a state known for its low crime rates.”® In general,
computer crime legislation gives police and prosecutors the necessary tools
to address criminal behaviors spawned by computer technologies, and permits
law enforcement to apprehend computer criminals such as those who hacked
into the State of Vermont’s web server.”” Together, Vermont’s primary
computer crimes statute and the Intemet crimes and Child Pomography
measures aim to do just that—provide law enforcement with effective tools;
however, as this Note will later discuss, the computer crimes statute may fall
short of achieving this objective,

Vermont’s statutes have arrived at the right time, particularly considering
the pervasiveness of computer technology in Vermont. Reports of computer
crime are surfacing on a daily basis in the United States, and Vermont is no
exception.” Vermont law enforcement responds to a wide range of computer
crimes, although mostly at a low volume, ranging from trade of child
pornography to computer fraud.” But it is not computers, per se, that make
Vermont’s computer crimes statute imperative. Rather, the statute is
necessary to protect the information and services that computers store and
provide. Computers have become inextricably woven into Vermont’s fabric;*

16. G.A. Cormier, 4 Tip From Vermont: Gun Education Works; Legislation Does Not,
CINCINNATI POST, Aug. 4, 2000, A23, available ot 2000 WL 23837062 (noting that Vermont has ore of
the lowest crime rates in the nation). ’

17. Dean, supra note 7. Before the enactment of Vermont’s computer crimes law, if 8 hacker
removed a credit card number from a commputer, doing so would net constitute an offense that could be
prosecuted, nor would the following example:

[Y]jou receive etectronic mail from a person claiming to be your Internet Service
Provider. Believing that you are responding to 4 legitimate c-mail message asking
for updated information to change your pricing plan, you submit this information
as requested. Tt is 30 days later when you receive your credit card statement and
realize that someone has been illegally using your card. Through investigation,
police may only be able to determine who took the card number but not who
actually made the transactions on your account. Under existing law, no ctime was
committed by procuring your card number because the invasion of your privacy
described is not clearly defined within our existing statutes.
Vermont Computer Crime Bill, supra note 1.

18. Marc 5. Friedman & Kristin Bissinger, "Infofacking”: Crimes on the Information
Superhighway, 507 PLUPAT 1107, 1109 (1998). Unlike five, ten, or twenty years ago newspapers today
seem to report instances of computer crime on a daily basis. These reports include sensational computer
crimes such as the Columbia University doctoral student charged with sexually assaulting a female student
he met over the Intemet, the case of the [ntemet user attempting to electronically hire someone to rape his
wife, to less-sensational crimes such as instances of computer fraud and intellectual property infringement
which regularly occur on the Internet. Jd. See generally Computer Viruses and Computer Crimes,
(Vermont Public Radio, Switchboard, July 28, 1999) (discussion of computer crime in Vermont).

19. Computer Viruwses and Computer Crimes, supra noie 18, See President Signs Leahy's
Compurer Crime Bill, U.S. NEWSWIRE, Dec. 29, 2000, available a1 2000 W1. 26852501 (where Lezhy
conducted a survey ef 43 Vermont police departments and 11 state’s attomey’s office and found that 54%
of Vermont agencies responding encounter computer crimes).

20. Gary C. Kessler, The Need for Computer Crime Legislation in Vermont, af
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most businesses and the government could not survive without properly
functioning computers which manage and store crucial information (e.g.,
electric power grids, the health care system, the banking network, private
information, and Vermont’s 911 system).?' As such, having “[rlecogniz[ed]
the importance of information as a critical resource, and computers as the
repositories . . . to that information,” Vermont, as well as every state in the
nation and the federal government, has enacted computer crime legislation to
protect these resources.”

- Vermont’s computer crimes statute and complementary statutes are also
timely because the state has “long touted its telecommunications network™ to
attract the “right kinds of businesses”—those that heavily depend upon
information and information systems, and those that will depend more and
more on electronic commerce and electronic data interchange.” Legislative
protection and avenues of recourse are necessary to protect this electronic
commerce, because an “increasing number of criminals use pagers, cellular
phones, laptop computers and network servers in the course of committing
their crimes.”* Prior to the statute’s implementation, “[t]he inability of a
potential victim of a computer crime to have legal recourse could send a chill
over any potential for large-scale electronic commerce in the state and could
adversely affect economic development.”™ Now, however, Vermont's
primary computer crimes statute and complementary statutory additions
provide an initial framework for dealing with computer crime that previously
may have escaped legal acknowledgment.?®

A. What is Computer Crime?
Computers today are increasingly used as instruments in committing

crimes. Although much has been written about “computer crime,” there is
little consensus as to its definition.”” Some law enforcement experts and legal

http://www.hill.conviibrary/publications/crimeleg.shtmi (last modified May 8, 1999) [hereinafter Kessler,
Computer Crime).

21. id.

22 id

23, n

24. 1.S. Department of Justice, Computer Crime and Intellectual Property Section (CCIPS),
Searching and Seizing Computers and Obtaining Electronic Evidence in Criminal Investigations (Jan.
2001), at http:/fwww.cybeterime.gov.

25. See Kessler, Computer Crime, supra note 20.

26. See VT.STAT. ANN. tit. 13, §§ 4101-4107 (Supp. 2000).

27. Mark D. Rasch, The Internet and Business: A Lawyer's Guide to the Emerging Legal Issues:
Chapter 1! Criminal Law and The Internet (1996), athttp://cla.org/RuhBool/chp1 Lhtm, Computer crime
has been defined as pertaining to “any intentionat or unintentional harm done to or with information and/or
hardware that may result in losses of, or injury to, property, services, and people.” See Megan Fomess et
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scholars believe that computer crime is merely ordinary crime committed by
high-tech computer operators and that traditional criminal laws should be
applied to these offenses.” Others, on the other hand, believe that computer
crimes are as different as the people who perpetrate them.” These
commentators instead prefer to view computer crime as a new category of
crime that requires a customized framework to address the unique nature of
computer technologies and challenges not akin to traditional crimes.” In
general, the term “computer crime” broadly encompasses traditional crimes
committed with a computer, but also includes technologically specific
offenses that are not analogous to non-computer crimes.”’ Thus, only a broad
definition that encompasses a diverse spectrum of crimes can accurately
describe computer crime, because “[tlhe diversity of computer-related
offenses . . . renders any narrow definition untenable.”” As such, the
Department of Justice broadly defines computer crimes as “any violations of
criminal law that involve a knowledge of computer technology for their
‘perpetration, investigation, or prosecution.” . Under this definition,
“[e]spionage, abuse, fraud and intellectual property piracy are just some
examples of computer crimes that have become prevalent with the

al., Defining Computer Crime and Technology Misuse. Educators Guide to Computer Crime and
Technology, at http:/firs.cd.uiuc.edufwp/crime/d-stone2/definition. htmi (Jast updated May 5, 1999); see
aiso Friedman & Bissinger, supranote 18, at 1112 (noting that “defining a ‘computer* crime is difficult”).
Determining the concept of computer crime cannot be based on establistement,
within its definition, of the elements that are not charecteristic for all the forms of
this delinquency, ¢.g8., profile of the perpetrator, specific type of the crime, harmful
consequences, motive for the crime, etc. Becavse of that, it is necessary to have an
open-minded approach when defining computer crime. An all-encompassing and
terminologically extensive definition of computer crime must be based on three
principles: 1) method of execution (modus operandi); 2} means of execution; and 3)
effect of a criminal activity.
Milan Skulie, Computer Crime: Are We Defenseless?, at http:/iwww.geocities.com/CollegePark/Plaza/
5967/04¢.htm (last visited Mar. 15, 2001).
Perhaps a better way of defining computer crime [than the Department of Justice
definition] is that it’s any crime that is facilitated by the tools provided by the
computer revolution: PCs, laser printers, scanners, modems, the Internet, the Web,
and a whole slew of programming tools that give people access to the money, mail,
and thoughts others store on their computers.
Robert Scalione, Crime on the Internet: Can the Law Keep Up with a New Generation of Cyberspace
Hackers? (1996), at htp:/fwarw. wings.buffalo.edu/law/Complaw/CompLawPapers/scalion. html.
28. EricJ. Sinrod & William P. Reilly, Cyber-Crimes: A Practical Approach to the Application
of Federal Camputer Crime Laws, 16 SANTA CLARA COMPUTER & HIGH TECH. L. 177, 180 (2000).
29. Pamicia Nealon, Justice Reboots as Criminals Go On Line, BOSTON GLOBE, Apr. 6, 1998, at
Bl .
30. Sinrod & Reilly, supra note 28, at 180.
" 31. Nicholson et al., supra note 2, at 208,
32. Id
33. NATIONAL INSTITUTE OF JUSTICE, U.S. DEPARTMENT OF JUSTICE, COMPUTER CRIME:
CRIMINAL JUSTICE RESQURCE MANUAL 2 {1589).
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ubiquitousness of the Internet and the explosion of electronic
communication,”*

While difficulties arise in defining computer crime, a brighter line does
exist in the categorical definitions of computer crime. “Computer crimes can
be broken down into three categories based on the computer’s role in the
crime. It may be a target or object of a crime, it may be the physical site of
the crime or it may be the instrument used to cornmit the crime.”” Regardless
of the scenario, “[t]hese are all computer crimes in the sense that a computer
is involved, just as the theft of a target pistol, a murder committed with a
handgun, and attaching a silencer to a revolver are all handgun crimes.”™®
Crimes occurring on the Internet also comprise computer crimes, as the
Internet is composed of cormputers and computing devices.” Because the
Internet’s strength and objective is to facilitate communication, traditional
crimes can even be committed via the Internet, including crimes such as
conspiracy, pornography, solicitation, securities fraud, and espionage.”
Defining and categorizing computer cnime is further complicated by the
Internet’s open and unregulated nature, which makes geography and
anonymity irrelevant and provides fertile ground for criminal enterprises.”

Just as there are no “typical” computer-related crimes, there are no
“typical” motives for committing such crimes.*® It can be surmised, however,
that similar to traditional criminais, cyber-criminals seek and are attracted to
the thrill of the “game” that may result from defacing web sites, initiating
debilitating Denial of Service attacks and creating destructive viruses and
worms."! -

34, Friedman & Bissinger, supra note 18, at 1110.

35. Mark J. Biros & Thomas F. Urban [1, New Computer Crime Statutes Close Loopholes Under
Amended Federal Law and New State Law, Misuse or Demial of Access Can be q Criminal Aet, 18NAT'L
LJ. 30, 30 {1996). See also Nealon, supra note 29, at Bl (“The computer can be a criminal tool,
transmitting child pornography or counterfeiting money or corporate checks. It can also be the target of
the erime, such az when heckers break into systems. Or, criminals such as drug dealers can use the
computer to store coded information.”).

36. Friedman & Bissinger, supra note 18, at 1112,

37. Id at 1111 (“the Internet is a global network of computers™).

38, i at1l12.

39. Christine Gregoire, Law Enforcement Challenges in Cyberspace, 34 PROSECUTOR 28, 29
{Sept./Oct. 2000); see also Jonathan Gaw, An Overload of Computer Crime Law.: The Quick Arrests
Recently are Apparenily Exceptions. A Lack of Resources Continues to Hobble Federal Investigators,
L.A. TIMES, Aug. 30, 1999, st Cl, available a1 1999 WL 2191251.

40. Nicholson et al., supra note 2, at 209,

41, See generally Sinrod & Reilly, supra note 28.
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B. What is the Reality of Computer Crime?

Accurate statistics of computer crime are not readily available because
of the difficulty in adequately defining computer crimes.” Legislative
findings suggest that computer crimes cost United States’ businesses billions
of dollars each year.*

A recent survey by the FBI and the Computer Security Institute
found that 62% of information security professionals reported
computer security breaches in the past year. These breaches in
computer security resulted in financial losses of more than $120
million from fraud, thefi of proprietary information, sabotage,
comnputer viruses and stolen laptops.*

Considering these financial losses and the enactment of computer crimes
laws in every state, “one would expect to find large numbers of computer
crime prosecutions and reported decisions at the state level.”* However, this
is not the case. It is suspected that reasons for this “dearth of prosecutorial
activity” may include the fact that many computer crimes are under-reported,
and in many instances, people who have been targets of computer crimes are
unaware that they are victims.” Also, companies are often less likely to
report intrusions because they view computer crimes differently, perhaps even
less seriously, than other violations.*® In instances where companies
recognize the seriousness of intrusions, often they do not announce these
events solely to preserve their repuitation and customer confidence. Another
explanation for the lack of prosecutorial activity rests on the perceived
“victimless” nature of computer crime; consequently, computer crimes have
not generated the levels of awareness or concern that make law enforcement
personnel quick to prosecute.” An alternative debate posits, however, “that
there actually is not a dearth of activity, because computer crimes are being

42, Nicholson et 8l., supra note 2, at 209, Statistics of computer crime are unreliable “due to
victims* failures to report incidents because of (1) fear of fosing customer confidence; and (2) lack of
detection.” Michael Hatcher et al., Computer Crimes, 36 AM. CRIM. L. REV, 397, 399 (1999).

43, Hatcher et al., supra note 42, at 432,

44, 106 CONG. REC. $1314, supra note 6.

45. Nicholson et al., supra note 2, at 246.

46. Id.

47. Id. See Gaw, supra note 19, at Cl (suggesting that companies often have ne idea what
information they have lost).

48. Gaw, supra note 39, at C1. )

49. Gary Kessler & Steven Shepard, Modem Operandi FAQt: Computer Crime Legislation (Feb.
16, 2060}, at http-/fwww vermontguides.com/faqteg20 him [hereinafier Kessler, Modem Operandi].

50. Friedman & Bissinger, supra note 18, at 1133.
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prosecuted under other broader, traditional criminal laws, which cover, butare
not limited to, computer crimes.”*'

In addition to the problem of defining computer crime, prosecuting
criminal activity may be significantly hindered because computer crimes are
no longer solely the work of pranksters, and because evidence in the
electronic medium can quickly disappear.”? For example, according to the
United States Department of Justice, computer criminals sometimes “hot
wire” or “booby trap” their computers to destroy evidence; specifically,
“technically adept computer hackers have been known to use ‘hot keys,’
computer programs that destroy evidence when a special button is pressed.
If agents knock at the door to announce their search, the suspect can simply
press the button and activate the program to destroy the evidence.”®
Computer savvy is no longer limited to whiz-kid teenage hackers, such as
those portrayed in Hollywood flicks, meaning that computer criminals now
come in all ages with diverse high-tech skill sets. As mentioned earlier, since
there are no typical computer criminal profiles or motives, defining and
prosecuting computer-related crimes constitute a challenge for law
enforcement. The Internet lures all types of individuals, and “has become an
attractive haven for shady characters.”™ Since computer crime often involves
altering, deleting, or stealing data, criminals can easily hide their tracks. In
many instances, the tools that criminals use to hide their tracks are better than
those used by law enforcement to find them.**

Both the difficulties in defining computer crime and the uncertainties of
its existence pose challenges for creating a framework within which to
prosecute computer crimes. “Since so many different types of crimes can be
committed with computers—especially on the Internet—it is difficult to draft
effective ‘computer crime’ legislation.”™ Traditionally, “[plrosecutors have
typically fit computer crime prosecutions into existing laws which were
drafted without computers in mind.”*” Having comprehensive computer crime
laws in place, however, is crucial for a society that depends so heavily on the
Internet and electronic commerce. Both legislators and prosecutors are
beginning to recognize that “[c]omputer crime, in one form or another, could
well be part of virtually every investigation in the coming years . . . ."*

51. Nicholson et al., supra note 2, at 247.

52, Id ar245,

53. See U.S. Departrnent of Justice, supra note 24.

54. Lisa |. Fried, lntermet Abuse Spawns New Age Cops, N.Y. L1, Sept. 27, 1999, at 13.

55. Gaw, supra note 39, at C1.

56. Friedman & Bissinger, supra note 18, at 1112,

57. 1d

58. Nealon, supra note 29, at Bl (referencing a range of criminal activities, from transactional
records of drug dealers to hackers “threatening the integrity of our infrastructure™).
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Consequently, legislation specific to computer crimes is necessary for law
enforcement and prosecution, While existing laws often have been broad
enough to address computer crimes, there are instances where technology
outruns the law, and such instances are precisely the areas that specific
computer crime statutes target.”

One of the most striking examples of where the law lagged behind
technology occurred in 1994, when a federal judge dismissed charges against
an MIT student suspected of running the biggest computer piracy scheme in
the country’s history.®® Charges were dismissed because the student’s alleged
activities of running a computer bulletin board that allowed people to make
free copies of more than $1 million in copyrighted software were not covered
by statute.® Another example of the law lagging behind technology took
place in 1997, when a federal appeals court reversed the conviction of an
Internal Revenue Service employee and Ku Klux Klan member who used his
computer to snoop through tax records of fellow white supremacists he
suspected were FBI informants; the court held that unauthorized browsing,
however inappropriate, was not a federal crime.® To address these
complexities of computer crime, attempts to draft and implement legislation
have been made on both federal and state levels.”

While legislators face the challenge of drafting statutory frameworks that
broadly consider evolving technology, they also face competing demands of
ensuring that the statutory language is specific enough to pin criminal liability
on computer criminals. At the same time, legislators remain pressed to
balance the public and private interests of individual rights, such as First
Amendment privacy and free speech, and the need to protect public and
private information stored on computers and networks.*

II. VERMONT’S STATUTORY APPROACH
Until May 1999 every state in the country, except Vermont, had enacted

some form of computer-specific legislation.®® The first computer crime
statutes appeared in 1978, beginning with Arizona and Florida, and of those

59. M.

60. M.

61. Md. (David M. LaMacchia was charged with unning a computer bulletin board that permitted
people to repraduce free copies of more than $1 million in copyrighted computer software, but the judge
ruled that neither federel wire fraud statutes nor copyright laws covered his activities).

62. Id. The federal law was subsequently changed to cover unauthorized browsing.

63, See generally discussion infra Part II.

64. Simrod & Reilly, supra note 28, at 179. This Note does not focus gpecifically on these First
Amendment issues. For a discussion on First Amendment law and computer-related crimes, see Kurt
Wimmer & Karlyn D. Stanley, Leading Internet Issues in 2000, 630 PLI/PAT 139 (2000).

65. Nicholsen et al., supra note 2, at 238, 244, 258,
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states following this lead, approximately half modeled their statutes on the
1977 and 1979 versions of the proposed “Federal Computer Systems
Protection Act,” while the remainder enacted their own forms.® Many state
computer crime laws offer “significant advantages over general criminal
codes by explicitly addressing the unique issues posed by computer crimes,
thereby promoting computer security, enhancing deterrence, and facilitating
prosecution.™ Another advantage of state statutes is that they appear
responsive to changing technology, and as such, recent reforms have begun
to respond to growing computer-related concerns that federal law has yet to
address.® Although state legislatures appear responsive to computer crime,
“[dJue to jurmisdictional constraints and more limited resources, state
legislatures have been less aggressive than Congress; but they have hardly
been supine before the onrush of technological change.™® For example, a

66. Id. at 238-39,
67. M. at239. According lothe authors, one commentator describes ten areas addressed by state
computer crime statutes:
t. Expansion of the traditional concept of property. These statutes attack
computer-related crimes by expanding the traditiongl notion of “property” o
include electronic and computer technologies.
2. Destruction. Many states criminalize acts which “alter, damage delete or
destroy computer programs or files.” .
3. Aiding and abetting. Some statutes prohibit use ofa computer to facilitate the
commission of a crime such as embezzlement or fraud.
4. Crimes against intellectual property. This type of statute defines new offenses
in terms that are analogous to trespassing (umsuthorized computer access),
vandalistn {maliciously altering or deleting data), and theft (copying programs or
daia). No actual darmage is required to prosecute utder such a statite,
5. Knowing, unauthorized use. These statutes prohibit the act of “sccessing™ or
“using™ computer systeme beyond the consent of the owner.
6. Unauthorized copying. . . . Few states have defined copying programs and data
ag a distinct state offense, presurmhly because Consrus has exclusive authority to
enact copyright legislation.
7. Prevention of authorized use. This approach taken by approximatzly one-fourth
of the states, outlaws any activity which impairs the ability of suthorized users to
obtain the full utility of their computer systems. . ..
8. Unlawful insertion or contamination. These statutes criminalize the highly-
publicized “viruses,” “worms,” and “logic bombs™ that may be planted in
computers or transmitted over telephone lines or thraugh floppy disks. .
9. Computer voyeurism. . . . To protect the public’s right to pnvncy in this
information, several states have enacted laws criminalizing unauthorized access to
a computer system, even if only to examine ita contents without making any
changes or extracting any data.
10. “Taking Possession.” These provisions prehibit the act of assuming control
over a computer systemn and its contents without authorization.
Id. at 241-43, :
68. K at239-40.
69. John K. Markey & James F. Boyle, New Crimes of the lnfomatwn Age, 43B.BJ. 10, 10
(May/hune 1999).
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cursory examination of state computer crime statutes has revealed “a wide
disparity in how computer-related crimes are addressed. Some states have felt
the need to enact new and comprehensive computer crime statutes, whereas
others have chosen to simply amend existing statutes.””

While many states have enacted comprehensive computer crime
legislation that criminalizes a broad range of conduct, the growth of such
legislation in some instances, has created conflicts between state and federal
authorities attempting to prosecute computer criminals.” For example, state
statutes that deal with theft or misuse of copyrighted material, such as
computer software, raise federalism concerns because copyright law remains
the exclusive domain of the federal government.” Specifically, “[t]he Federal
Copyright Act expressly preempts state laws that govern ‘legal or equitable
rights that are equivalent to any of the exclusive rights. . . in works . . . within
the subject matter of copyright as specified by [the Act].””™ Consequently,
in order to bring criminal charges dealing with copyrighted material, it
appears that the charges must be brought under the federal copyright laws,
even where state computer-crime legislation addresses copyright matters.™

In Vermont, however, conflicts between federal and state law have yet
to arise in practice. While state law applies as long as computer crime
damages do not exceed a certain dollar amount, do not affect federal
government computers, and do not involve financial or medical records,
nuclear secrets, or other items enumerated in 18 U.S.C. § 1030, certainly
issues will arise that blur the boundaries of state and federal jurisdiction.”
This present lack of conflict may be explained by the newness of the law,
hence the absence of court interpretations of the law, coupled with the
similarity of the state statute’s language and approach to the dominant federat
computer crime statute.

Despite comprehensive computer crime laws at the state level, few states
boast reported decisions.”® Reluctance to report computer crimes to law
enforcement officials constitutes 2 major reason for the under-utilization of
state computer crime statutes and lack of prosecutorial activity at the state

70. Harvey A. Silverglate, Computer Crime in Massachusetts: How Best to Meet the Future?, 38
B.B.). 5,5 (Mar/Apr. 1994},

71. Nicholson et al., supra note 2, at 244,

72. Id at244.

73. Id. at 244. Asof 1999, only three reported cases have dealt with federal preemption of state
criminal copyright statutes. For example, “[in Rosciszewski v. Arete Associaies, the Fourth Circuit ruled
that the section of Virginia's Computer Crimes Act covering the reproduction of copyrighted computer
programs was preempted by the Federa! Copyright Act.” [fd. a1 244,

74. Id. at 244-45 (noting that various cases, however, have upheld state civil claims arising under
state statutes dealing with illegal use of copyrighted material).

75. Kessler, Modem Operands, supra note 49.

76. Nicholson et al., supra nole 2, at 246.
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level; this reluctance may be magnified by the perceived victimless nature of
computer crime.”’ Jurisdictional concerns, lack of interest or ability of the
police to deal with computer crimes, and evidentiary challenges are among
other reasons for the dearth of prosecutorial activity.”™ For example, because
computer technology can blur jurisdictional boundaries, when it comes to
determining jurisdiction the recent trend among some state courts has been to
sustain the traditional in personam jurisdiction analysis where cases involve
computer-related crimes.” Specifically, “some states consider the location of
the crime to be where any act performed in furtherance of the offense
occurred, where the victim’s residence or principal place of business is
located, where an unlawfully accessed computer system is located, and/or
where any violator has control or possession of any proceeds from said
violation.”® While states have yet to fully put their computer crimes statutes
to the test, it appears that all states are equipped to address computer crime,
at least at some level, and for the most part, state laws appear to complement
federal laws by filling in where they leave off.

A. An Act Relating to Computer Crimes

Vermont's computer crimes statute, “An Act Relating to Computer
Crimes,” criminalizes certain computer-related activities.”’ Like other

77, M.

78. Id

79. M. at248.

80. M at249.

81. VT.STAT. ANN. tit. 13, §§ 41014107 (Supp- 2000). Section 4101 sets out definitions as

applicable in Chapter 87, Computer Crimes. Other pertinent sections include:

§ 4102 Unauthorized Access
A person who knowingly and intentionally and without tawful authority, accesses
any computer, COmputer system, computer network, computer software, computer
program, or data contained in such computer, compuier Systerr, computer program,
or computer network shall be imprisoned not more than six months or fined not
more than $500.00, or both.

§ 4103 Access to Computer for Fraudulent Purposes
(2) A person shall not intentionally and without lawful authority access or cause o
be accessed any computer, computer system, or computer network for any of the
following purposes:
(1) executing any scheme or artifice to defraud;
(2) obtaining maney, property, or services by means of false or fraudulent
pretenses, representations or promises; or
(3) in comection with any scheme or artifice to defraud, damaging,
destroying, altering, deleting, copying, retrieving, interfering with or denial
of access to, or removing any program or daia contained therein.

§ 4104 Alteration, Damage, or Interference
(2) A person shall not intentionally and without lawfully authority, alter, darnage,
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states, Vermont’s computer crimes statute attempts to get tough on and deal
effectively with increases in computer crime. However, as will be discussed
in the next Part, the statute is in need of legislative reform in order to
effectively prosecute computer crimes. Vermont's statute is relatively
succinct, but while it appears to convey conciseness and clarity, it falls short
of serving as an effective vehicle for prosecuting computer crimes. The Act
Relating to Computer Crimes is organized as follows: Section 410! of the
computer crimes statute begins with a glossary that defines computer-related

or interfere with the operation of any computer, computer system, computer
network, computer software, computer program, or data contained in such
computer, computer system, computer program, or computer network.
(b} Penalties. A perscn convicted of violating this section shall be, .
{1) if the damage of loss does not exceed $500.00 for a first offense,
imprisonad not more than one year or fined not more than $500.00, or both;
(2)if the damage or loss does not exceed $500.00 for a second or subsequent
offense, imprisoned not more than two years or fined not more than
$1,000.00, or both; or
(3) if the damage or loss exceeds $500,00, imprisoned not more than ten
yeary of fined not more thao $10,000.00, or both.

§ 4105 Theft or Destruction

(a) A person shall not intentionally and without claim of right deprive the owner of
possession, take, transfer, copy, conceal, or retain possession of, or intentonally
and without lawful authority, desuroy any computer system, computer network,
computer software, computer program, or data contained in such computer,
computer system, compuler program, or computer network.

Copying a commercially available computer program or cormputer software
is not a crime under this section, provided that the computer program and computer
software has a retail value of $500.00 or less and is not copied for resale.

(b) Penalties. A person convicted of violating this section shall be,

{1} if the damage or loss does not exceed $500.00 for a first offense,

imprisoned not more than one year or fined not more than $500.00, ot both;

{2) if the damage or toss does not exceed $500.00 for a second or subsequent

offense, imprisoned not more than two years or fined not more than

$1,000.00 or both, or

(3) if the damage or loss exceeds $500.00, imprisoned not mere than ten

years or fined not more than $10,000.00, or both.

§ 4106 Civil Liability

A person damaged as a result of & violation of this chapter may bring a civil action
against the violator for damages and such other relief as the court deems
appropriate.

& 4107 Venue
For the purposes of venue under this chapter, any violation of this chapter shall be
considered to have been committed in the state of Vermont if the state of Vermont
is the state from which or to which any use of a computer or computer network was
made, whether by wires, electromagnetic waves, microwaves, or any other means
of communication.
Tide 13, section 2021, Telecommunications Fraud and Facilitation of Telecommmunications Fraud, was also
amended in 1999 to more explicitly address computer crime.
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terms covered in the statute.? Section 4102 deals with unauthorized access
of any computer, computer system, computer network, computer program, or
data.® Section 4103 makes it a crime to access computers for fraudulent
purposes.® - Section 4104 addresses alteration, damage, or interference with
the operation of any computer, computer system, computer network, computer
software, computer program, or data.’® Section 4105 criminalizes the thefl or
destruction of a computer system, computer network, computer software,
computer program, or data.® Section 4106 addresses civil liability and
permits a person damaged as a result of a violation of the statute to bring civil
action against the violator.” Lastly, section 4107 pertains to venue, and
provides that any violation of the statute shall be considered to have been
committed in the state, if Vermont is the state from which or to which any use
of a computer or computer network was made

In effect, the statute creates four crimes previously unarticulated on
Vermont’s legislative books: “unauthorized access to a computer; access to
a computer for fraudulent purposes; alteration, damage or interference with
the operation of a computer; and theft or destruction of a computer.”” The
statute enables victims of computer crimes to bring civil actions against
violat(;ors who cause damage and authorizes courts to provide appropriate
relief,

B. An Act Relating to internet Crimes
In May 2000, the General Assembly of the State of Vermont enacted “An

Act Relating to Intemet Crimes” which revises several existing criminal laws
to clarify their applicability in situations where a crime is committed via the

82, VT.STAT. ANN. tit. 13, § 4101. This section of Vermont's Act Relating to Computer Crimes
defines the following terms: access, computer, computer network, computer program, compuler software,
computer systetn, data, property, and services. Id.

83. Id. §4102.

84. Id.§4103.

8S. Id. § 4104.

86. Id. § 4105

87. Id. § 4106.

B88. Id.§4107.

89. Summary of the 1999 Acts and Resolves, Act No. 35 Computer Crimes, May 20, 1999,
available at htip:/fwww.leg state. vt us/docs/2000/acts/ACTO35.sum [hereinafter Act No. 35).

90. VT. STAT. ANN. tit. 13, § 4106. Additionally, the statute also “updates the statute on
telecomnmunications fraud to cover not just telephone companies but telecommunications service
providers, including cable television companies and satellite system operators. The crime of facilitation
of telecommunications fraud is added and the penalties are subgtantially increased and graded according
to the monetary consequences of the crime and whether the crime was a first offense.” Act No. 35, supra
note 89.
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Internet, or by use of a computer or other electronic communications device.”!
Significantly, in terms of prosecuting computer crimes, the Act attempts to
deal with jurisdictional concerns, as it permits crimes committed through the
use of electronic communication to be prosecuted in the place where the
communication originated or where it was received.”

C. An Act Relating to Sexual Exploitation of Children

In May 2000, the General Assembly of the State of Vermont enacted “An
Act Relating to the Sexual Exploitation of Children.”™ In the computer crime
context, what is perhaps most significant about this Act is that it crimninalizes
the possession of child pornography.”* Previously, only the promotion or
transmission of child pornography was illegal.” Under this new statute, it is
a criminal offense to possess any visual depiction of sexual conduct by a child
or of a clearly lewd child exhibition.*® The statute, however, does not apply
“if the depiction was possessed for a bona fide medical, psychological, social
work, legislative, judicial or law enforcement purpose . . . or was being used
for the educational or intended purpose of a school, museum or library . . . or
to paintings, drawings or nonvisual or written descriptions of sexual
conduct.” Of further significance is that the Act criminalizes the use of
electronic communication “to lure, or entice, a child under the age of 16. ..
to engage in a sexual act . . . or in lewd and lascivious conduct.”™” In
summary, “the [A]ct expands the range of sexual conduct by children that is
covered by the statutes prohibiting the use of a child in a sexual performance
and the possession, promotion or transmission of child pornography.”™

91. VT.STAT. ANN. tit. 13, §§ 2, 1027, 1061, 1753, 2005, 2103, 2802(a), 2804(a), 2821 (1998
& Supp. 2000). See also Summary of the 1999 Acts and Resolves, Act No. 124 Internet Crimes, July 1,
2000, available at http:/fwww . leg.state. vi.us/does/2000/acts/ACT 124 .sum.

92. VT.STAT. ANN.tit. 13, § 2.

93. Id. §§ 2821, 2822, 2824, 2826, 2827, 2828, 2825, see also Summary of the 1999 Acts and
Resolves, Act No. 122 Sexual Exploitation of Children, Iuly 1, 2000, available at
hitp:/fwww.leg state. vi.us/docs/2000/acts/ ACT122.sum [hereinafter Act No. 122}

94, VT.STAT. ANN, tit. 13, § 2827 (Supp. 2000).

95. See Act No. 122, supra note 93. As of November 2000, two people had been charged under
Vermont's new child expioitation law. The second persen who feced child pomography charges was
charged after police aliegedly found him with at least 200 computer disks containing about 550
pomographic images. Burlington Man Facing Pornography Charges, AP NEWSWIRES 20:45:04, Nov. 16,
2000. The first person charged was also accused of possessing images on computer disks. /d. “Vermont
was one of only two states without a ban on the possession of movies or photographs of children engaged
in sexual acts.” Jd.

96. VT.STAT. ANN. tit. 13, § 2827.

oY Id

98, Jd. §2828.

99. See Act No. 122, supra note 93.
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ITII. A CRITICAL ANALYSIS OF VERMONT’S STATUTORY APPROACH

Prior to the creation of Vermont’s computer crime legislation, law
enforcement and prosecutors were forced to seek creative alternatives within
Vermont’s existing statutes to prosecute criminal activity.'® Vermont’s
“existing laws were clearly designed to protect persons and property from
would-be criminals. However, existing statutes were not designed to consider
the intrusions and damage now possible by infiltration of the most widely
used piece of new technology—computers.”'” While state courts have yet to
interpret Vermont’s new law, primarily because the statute only recently took
effect, the interpretation and application of the various provisions await
judicial scrutiny. Perhaps even more intriguing then awaiting the legislative
interpretation of the statute is waiting to see how much use is made of the
three new statutory frameworks by state prosecutors. If Vermont prosecutors
embark on an ambitious computer crime crusade, then the state could easily
capture the national spoflight for boasting the most reported state-level
computer crime decisions, particularly considering the extremely limited pool
of computer crime precedent in other states.

A. Vermont's Statutory Inadequacies and Proposals for Change

Vermont’s computer crimes statute poses several challenges to law
enforcement and prosecutors. As mentioned earlier, while legislators attempt
to balance the need to devise statutory language that is broad enough to yield
effective prosecution and constitutional rights, Vermont’s computer crimes
statute illustrates where such attempts can fall short, ultimately amounting to
something less than completely effective legislation. Specifically, Vermont’s
computer crimes statute contains several glaring inadequacies or loopholes,
in which the language is highly generalized and overbroad, where it should be
more specific and detailed. Additionally, in several instances this new—but
already outdated—statute visibly lags behind technology, and thus demands
revamping to promote effective prosecution of computer crimes,

1. Section 4101: Deﬁnition_s

A statute’s effectiveness, particularly how it is interpreted and applied,
depends on clear terminology.'” Statutes that are vague, fail to communicate

100. Vermont Computer Crime Bill, supra note |,
101. 4.
102. See State v. Cantrell, 151 Vt. 130, 133, 558 A.2d 639, 641 (1989) (noting that the “doctrine
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meaning, or afford the possibility of inconsistent application run the risk of
violating constitutional guarantees of procedural due process.'® Insuch cases
of statutory vagueness, defendants may allege that a statute is void and
possibly succeed in their defense, particularly where a statute fails to provide
notice of proscribed conduct. In drafting computer crime legislation,
definitive statutes seem necessary, particularly where technology and
technological advances can open potential loopholes favorable to defendants,
such as where a statute does not contemplate all possible types of computer
technology——a point illustrated in the ensuing discussion. At present,
Vermont’s computer crimes statute lacks definitiveness. However, as the
following sections of this Note demonstrate, the legislature could easily
achieve this attribute through basic statutory changes such as reworking the
statute so that it clearly gives reasonable notice of proscribed conduct,
provides courts with ascertainable standards to guide adjudication and
sentencing, and confines police and prosecutors within sufficient bounds that
minimize arbitrary and discriminatory law enforcement.'®

As a starting point for effective legislation, Vermont’s computer crimes
statute requires clear and precise, yet thorough definitions. Vermont’s
statutory definitions, while they may define key terms that appear in the
remaining portions of the Act, are cursory and need to be more encompassing.
For example, in defining “data,” Vermont takes a minimalist approach leaving
out terms found in other states’ statutory definitions,'® which could make the
statute more exhaustive, Specifically, the definition of “data” could be
expanded to expressly encompass intellectual property or data in any form,
including but not limited to computer printouts, magnetic, optical or solid
state storage media, punched cards, and data in transit between computer
systems. An expansive definition reflects similar approaches by other state
jurisdictions such as Alabama.'™ Instead, Vermont’s definition stops short
and defines “data” as any representation of information, knowledge, facts,

of void-for vagueness, generatly stated, requires that penal statutes define a criminal offense with sufficient
certainty so as to inform a person of ordinary intefligence of conduct which is proscribed, and such that
arbitrary and discriminatory enforcement is not encouraged™); Benning v. State, 161 Vt. 472, 483, 641
A.2d 757, 763 (1994) (noting that “[ijack of statutory clarity offends notions of due process for ‘no man
shall be held criminally responsible for conduct which he could not reasonably understand 10 be
‘proscribed”™). For further discussion on void-for-vaguencss, see Grayned v. City of Rockford, 408 U.S.
104, 108 (1972) ("It is a hasic principle of due process that an enactment is void for vagueness if its
prohibitions are not clearly defined.”); see aiso U.S. v. Harris, 347 11.5. 612 (1954) (criminal statute that
fails to give fair notice of contemplated forbidden conduct is unconstitutional).

103, Jeffrey Merle Evans, Void-for-Vagueness: Judicial Response to Allegedly Vague Statues, 56
WasH. L. Rev. 131, 132 (1980).

104. 4

105. See, e.g. ALA. CODE § 13A-8-1011 (1975); VA.CODE ANN. § 18.2-152.2 (2000).

106. ALA. CODE § 13A-B-101.
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concepts, of instructions which are being prepared or have been prepared and
are being or intended to be entered, processed, or stored in a computer,
computer system, or computer network.'” The key difference between the
expansive approach and Vermont’s approach is that the former expressly
identifies what data encompasses, rather than leaving a prosecutor or more
importantly a defendant, to guess at its meaning.

While it may be argued that such technical definitions may hamstring a
court confronted with interpreting the definition of data, or any other
definition for that matter, there exist important policy considerations behind
having carefully contemplated and narrowly tailored statutory language.
Specifically, precise but technologically expansive definitions (such as a
laundry-list approach that spells cut what is included) strengthen the statute
by ensuring that it protects only against specific harms,'® which ultimately
minimizes the risk of overbroad legislative restrictions and governmental
intrusion. Moreover, because creating specific definitions will require
lawmakers to perform a comprehensive evaluation of new technology on a
regular basis, the end result may lead to judicial efficiency since judges will
be less confused about the statutory language they are charged with
interpreting.'” Finally, without carefully defining statutory language the
legislative end-product is a computer crimes law that may be difficult to
apply, particularly where important terms are not defined with precision; as
such, the law could ultimately afford minimal consumer protection.'"

In terms of definitions, Vermont’s statute could also go farther in
defining “property.” As it is cwmently written, “‘property’ includes
electronically-produced data, and computer software and programs in either
machine or human readable form, and any other tangible or intangible item of
value.”!"' While this definition may provide a workable, baseline definition,
it could be more effective by following the lead of other states, which have
defined property in detail, to expressly include real property, computers and
computer networks, financial instruments, and all other personal property
regardless of whether they are tangible or intangible, in transit between
computers or within a computer network, located on any paper or in any

107, VT.STAT. ANN. tit. 13, § 4101 (Supp. 2000).

108. Barry Fraser, Regulating the Net: Case Studies in California and Georgla Show How Nor io
Do ir, 9 Loy. CONSUMER L. REv. 230, 241 (1997).

109. Id. (noting that courts, such as in Steve Jackson Games v. United States Secret Service, 36
F.3d 457 (5th Cir. 1994), have spent considerable tme trying to determine computer related statutory
l1gnguage, such as the definition of “intercept” and thus appreciate clarity).

110. id. at 243 (noting that “sweeping prohibitions™ that are not carefully drafied imply minimat
forethought or planning in the drafting of the law, which can result in “a failure to properly balance the
important issues of free speech, intellectual property rights, and criminal intent”).

111, VT.STAT. ANN. tit. 13, § 4101 (defining property).
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device on which it is stored by a computer or by a human, and computer
services.'? While it could be convincingly argued that Vermont’s statutory
approach in implementing broad definitions is the right approach-—that
legislators somehow got it right, particularly since they had guidance from
forty-nine states, in addition to the federal government—the mere fact that the
language raises so many questions as to possible interpretation and application
suggests that further work isneeded. Moreover, considering rapidly changing
technology, it is unrealistic to think that lawmakers have effectively nailed the
statute on its head.'”

To be more effective, Vermont’s statutory definitions should further
define terms discussed in the remaining sections of the Act. For example,
Vermont’s statute neglects to define “authority” or “without lawful
authority.””'"* These terms are crucial to judicial interpretation and successful
prosecution under the Act. Specifically, what constitutes lawful authority?
Does a person who has been extended a guest network password possess
lawful authority to access a computer? When does her anthority end and at
what point is she no longer a guest? Virginia’s computer crime legislation,
a leading state in technology-related legislation, articulates a definition of
“without authority.™"” Vermont could reference Virginia’s statutory
definition to resolve some of the unanswered questions arising from its
undefined “without authority.” Moreover, following the lead of other states,
Vermont’s list of definitions could be more inclusive and define words such
as “person” and “owner,” as well as other words commonly deemed related

112. See, e.g., VA. CODE ANN. § 18.2-152.2 (2000) (defining propenty). Other states have even
included a more in-depth statutory definition of “financial mstruments.”

113. This pointis especially obvious when considering that the federal government has amended
its computer crime related staiutes on numerous occasions and that it has also added (and Congress
continues to propose) new statutory additions. See generally Scalione, supra note 27 (discussing the
Computer Fraud and Abuse Act, 18 U.S.C. § 1030).

While it can be argued that revarmping Vermont’s statute regularly will cost taxpayer dollars, the fact
is that with the nature of computerized technology and the expansion of the Intemet, the traditional
approach of just creating a statuie that wilt be effective for an indefinite period of time does not apply.
Computer technology will force legislators to stey on top of the issue and react accordingly. Technology
that is current today may be outdated tomomow snd computer criminals will surely take advantage of this
fact and outwit the Jaw unless legislators attempt to keep pace.

114, VT. STAT. ANN. tit. 13, § 4101.

115. VA CODEANN. § 18.2-152.2.

A person is “without authority” when (i) he has no right or permission of the owner
to use a computer or (i} he uses a computer, a computer network, or the computer
services of an electronic mail service provider to transmit unsolicited bulk
electronic mail in contravention of the authority granted by or in violation of the
policies set by the etectronic mail setvice provider. Transmission of electronic mail
from an organization to its members shall not be deemed (o be unsolicited bulk
electronic mail.
id.
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to computer usage or access.'® For example, under Vermont’s statute it is
unclear who is defined as a person: can a person include an individual,
partnership, or corporation? The State of Virginia has avoided such potential
questions by explicitly defining a “person” to include “any individual,
partnership, association, corporation or joint venture.”"”” Under Vermont’s
statute it is also unclear who may constitute an owner. Does the common, lay-
person definition of owner apply, or may an owner include a lessee of a
computer or a computer network or a licensee of computer data, computer
programs, or computer software, as the State of Virginia has so precisely
noted?'”™ Such terms and definitions are only some of the possible areas for
expansion by the General Assembly of Vermont.

While Vermont’s computer crimes statute provides a general framework
for prosecuting computer crime, it is in many respects a bare-bones model in
need of legislative attention. As technology continues to evolve, and
computer criminals become more adept at skillfully navigating through such
technology for opportunistic gains, it is more important than ever that
Vermont has a solid foundation to deal with computer crimes.'” Vermont
may learn through experience how to improve its statutory framework,
particularly when the judiciary interprets and applies the law. Nevertheless,
the State should not wait to improve the statutory framework, particularly
when forty-nine state statutes are available from which to model changes.

2. Section 4102: Unauthorized Access

Vermont’s computer crimes statute section 4102, entitled “Unauthorized
Access,” also presents challenges for prosecuting computer crime. Pursuant
to this section:

A person who knowingly and intentionally and without lawful
authority, accesses any computer, computer system, computer
network, computer software, computer program, or data contained
in such computer, computer system, computer program, or
computer network shall be imprisoned not more than six months or
fined not more than $500.00, or both.'*

There are several glaring problems with this section. First, as discussed in the
previous section, there are the primary questions of who is a “person” and

116. Id. (defining person and owner).
117.

118. Id

118. See supra note 113,

120. VT.STAT. ANN. tit. 13, § 4102,
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what constitutes “without lawful authority.” Section 4101 is silent as to the
definition of “person.” In addition, since section 4101 fails to define
authority, one cannot avoid the natural inquiry: What comprises “lawful
authority.” How does a person acquire “lawful authority?” Is authority
granted by credentials, such as computer certlﬁcanons‘? Is authority created
through express or implied permission?

A second issue with the construction of this section pertains to “access
Is a person deemed to have accessed a computer without lawful authority if
they merely “cause access” to a computer by a Trojan Horse'?' or a virus, but
they do not actually access the computer personally? To remove the taint of
uncertainty and vagueness, the statute might be more effective if the words
“or causes access” are inserted. Most importantly, the addition of such
wording, even if an argument is made that it is redundant or unnecessary, will
serve to close any loophole that might exist for the opportunistic computer
criminal. Significantly, such “causes access” language appears elsewhere in
the statute, and failure to include it in this section creates the presumption of
sloppy lawmaking, especially since this section is such an important
cornerstone of the computer crimes statute. An effective computer crimes
statute requires comprehensive and clear language—language which avoids
the traps of vagueness and ambiguity. Failing to include or define such
critical terms in Vermont’s computer crimes statute only suggests and
perpetuates the idea that the “law was passed by ‘legislators who don’t know
a gigabyte from a chigger bite.””'?

A third concern with this section is the degree of punishment. In an age
where privacy and security of information are highly valued, and where a

121. “A Trojan Horse Program, or Trojan Program, is an innocent-looking program that contains
hidden fumctions. They are loaded onto the computer's hard drive and executed along with the regular
program. However, hidden in the belly of the ‘innocent’ program is a sub-program that will perform a
function, mostly unknown to the user.” Sinrod & Reilly, supra note 28, at 223.

One suggestion for change might be for.Vermnont’s statute to expressly note an “official™ source for
defining computer terms foreign to the statute. For example, Vermont might defer to 2 computer security
organization such as SANS or the U.S. Department of Justice to define continually evolving computer
terminology, such as “Trojan Horse™ or “Back Orifice 2000.” This approach might improve legislative
efficiency (i.e., the legislature would not have to amend the statute nearly as frequently—at least
definitions—when new technology becomes available that might present computer crime opportunities
if it specifically relics on an organization’s definitions). In the alternative, the legislature might consider
defining computer terms such as “virus™ on its own.

122, Fraser, supra note 108, at 243. Already, the fact that Vermont legislators were “pretty much
unaware” that Vermont was the last state without a computer crimes law and that Hackers (“Hackfactor
X")attempted to gently remind them suggests that Verment legislators mey need to become fluent in high
technology—at least if they want to cast the image that Vermont takes computer crime seriously.

A gigabyte is a equal to 1,024 megabytes. A chigger bite isa bite caused by “Chiggers” (also known
as “redbugs, jiggers or harvest mites™), which are the immature stages of a tiny red mite. What s a
Chigger Bite?, at hitp:/fwww.askjeeves.com (last visited May 10, 2001).
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person who accesses a computer system or network can take advantage of
personal data, it is somewhat surprising that the term of imprisonment is
limited to' six months and the fine is limited to $500.00, or both. These
penalties may not be significant enough for computer criminals to take their
actions seriously, If a savvy computer criminal undertakes a simple cost
benefit analysis, he or she may easily and quickly realize that the risk of a
relatively short jail time and a de minimis fine for accessing information
without authority is worth the potential gain of accessing such information.
Vermont could follow other jurisdictions, such as Virginia, that prefer to base
penalties for computer trespass on the amount of resulting damage and then
determine misdemeanor or felony punishment accordingly.'”

3. Section 4103: Access to Computer for Fraudulent Purpose

Section 4103, entitled “Access to Computer for Fraudulent Purposes,”
raises several potential red flags for law enforcement and prosecutors.
According to this section, “A person shall not intentionally and without lawful
authority access or cause to be accessed any computer, computer system, or
computer network” for the purpose of:

(1)} executing any scheme or artifice to defrand;

{2) cobtaining money, property, or services by means of false or
fraudulent pretenses, representations or promises; or

{3) in connection with any scheme or artifice to defraud,
damaging, destroying, altering, deleting, copying, retrieving,
interfering with or denial of access to, or removing any
program or data contamed therein,'*

First, this section raises several definitional concerns. Similar to the
previous discussion on unauthorized access, this section also raises the
guestions of who is a “person” and what constitutes “without lawful
authority.” However, such concerns over interpretation extend beyond these
two terms to include the questions of what constitutes “services,” “interfering
with or denial of access to,” and *“value of the matter.” While section 4101

123. VA, CODE ANN. § 18.2-152.4. For example, if there iz damage to the property of another
valued at $2,500 or more then the offense is punished as & class 1 misdemeanor. Basing a“dama'ge"
amount on resulting damage, however, is not without complication. See discussion infra Part 1iL.B {on the
valuation issue).

124, VT.STAT. ANN. tit. 13, § 4103. The legislature seems to have gotten it right here, as far as
including “cause 1o be accessed,” which is especially applicable in situations of possible fraud. However,
such wording is lacking in § 4102 (“unauthorized access™; to be more effective and definite that section
should naturatly include such words.
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defines “services” to include “computer time, data processing, and storage
functions,” it fails to broadly encompass data transmission services, such as
electronic mail and Internet access. For example, under this section if a
person intentionally accessed a computer network for the purpose of obtaining
Internet access by means of false pretenses, the definition would not consider
this as a “service.” While obtaining such access may be covered by section
4102 or section 4104 of the Act, it seems logical that if Vermont’s intent is to
boast a comprehensive computer crimes law then this section governing
access for fraudulent purposes and the accompanying definitions should be as
inclusive as possible, The State of Virginia, for example, in seeking to devise
a thorough computer crimes statute, specifically defines computer services to
include “data processing services, Internet services, electronic mail services,
clectronic message services, or information or data stored in connection
therewith.”'?

Second, this section raises the issue of what constitutes “interfering with
or denial of access to™ in connection with any scheme or artifice to defraud.
Specifically, the question that lingers is whether this language is intended to
cover “Denial of Service” attacks. Sometimes a computer criminal seeks to
interrupt or deny another from using or accessing a computer system through
a“Denial of Service” which is “an attack or intrusion designed for use against
computers connected to the Internet whereby one user can deny service to
other legitimate users simply by flooding the site with so much useless traffic
that no other traffic can get in or out.”"*® For example, recently a Montreal
teenager known as “Mafiaboy” allegedly launched several debilitating Denial
of Service attacks on Web sites including Yahoo, Amazon.Com and ¢-Bay,
which effectively prevented users from accessing the sites, while also causing
serious financial damage.'” Considering the potential gravity of a Denial of
Service attack—both in terms of economic loss and actual
safety'”—Vermont’s statute should clearly articulate whether such language
is intended to cover Denial of Service. If this statutory language does
contemplate Denial of Service, it does so with great amb:gulty This is
certainly an area that warrants consideration.

To effectively address Denial of Service attacks, precise language in the
statute that specifically refers to the crime, such as “an [intentional]

125, Va.CODEANN. § 18.2-152.2.

126, Jeff Nemerofsky, The Crime of “Interruption of Computer Services to Authorized Users”
Have You Ever Heard of It?, 6 RICH. J.L. & TECH. 23, 9 (2000) (footnotes omitted).

127. ABCNews, Teen Hacker ‘Mafiaboy’ Pleads Guilty, athvp:/fwww . my.abenews.go.com (last
visited May 10, 2001) (noting that “[t]he sites were bormbarded with thousands of simultancous messages,
which prevented legitimate users from accessing [the sites]”).

128. Nemerofsky, supra note 126, at 11 (where a Denial of Service attack disabled vital services
to the Federal Aviation Administration control tower for six hours).
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interruption of computer service to authorized [or other] users,” seems
necessary.'” As written, Vermont’s statute does not even refer to an
interruption of access rights conferred upon other users.'”” Several states,
including California, Connecticut, Delaware, Florida, New Hampshire, and
Virginia, focus directly on this defined class.”' For example, California’s
statute states that a person commiits a public offense if he “knowingly and
without permission disrupts or causes the disruption of computer services or
denies or causes the denial of computer services to an authorized user.”'
While section 4103 may be the most relevant section of Vermont’s computer
crimes statute for arguing the existence of a law governing Denial of Service
attacks, it is nevertheless vague and may hinder attempts to prosecute Denial
of Service attacks and like criminal activities. Most significantly, the statute
as written is vague and consequently it becomes difficult to tell exactly who
the laws aim to protect.’*

A final concern is with the interpretation of “value of the matter.” This
language seems extremely vague and accordingly requires clanification. What
constitutes value of the matter? Is it the total cost of a scheme to defraud?
What if a scheme yields damage that cannot be calcuiated into a value? Can
penalties still be assigned? Is value of the matter equivalent to the amount of
property obtained? Is it the amount of damage caused by removing a program
or rectifying a security breach? Clearly, such ambiguous and potentially
confusing language needs clarification if this section is to prove useful in
prosecuting computer crime.

4. Section 4104: Alteration, Damage, or Interference

Section 4104, entitled “Alteration, Damage, or Interference,” raises
similar problems as those noted in the previous discussions; however,
potential problems unique to this section stand out and warrant close scrutiny.
Pursuant to section 4104, “A person shall not intentionally and without lawful
authority, alter, damage, or interfere with the operation of any computer,
computer system, computer network, computer software, computer program,
or data contained in such computer, computer system, computer program, or

129. &d. at 26 (noting that such language could be valugble to the federa] cormputer crimes
framework).

130. VT.STAT. ANN. tit. 13, § 4103.

131. Nemerofsky, supra note 126, at 67. This list is not exhaustive; other states include: Florida,
Georgia, Nlinois, Louisiana, Mississippi, Missouri, Neveda, North Carolina, Ohio, Oklahoma, South
Carolina, Tennessee, West Virginia, and Wyoming.

132, M.

133. Id. at69 {noting that “[mlany states have computer “interruption’ laws on the books in various
forms, however, these statutes appesar to be vague in defining to whormn they are designed to protect™).
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computer network.”* First, the same definitional questions, as discussed
earlier, arise as to who comprises a “person” and what constitutes “without
lawful authority.” Second, and perhaps of most significance is that this
section does not expressly identify whether the alteration, damage, or
interference may be direct or indirect, or both. While it may be implicit that
direct and indirect alteration, damage, or interference are intended to be
covered by this section, the statute should clearly articulate what is intended
if it is to serve as an effective prosecutorial tool. For example, from the
language stated, it is plausible that a defendant charged with aiteration,
damage, or interference could successfully escape prosecution by arguing that
they did not directly alter, damage, or interfere with the operation of a
computer when they enabled a virus from a remote computer, which later
damaged or interfered with the operation of another computer. The addition
of the words “directly or indirectly” might avoid such uncertainty and aid in
smoother prosecution of computer crime.

A third problem raised by this section, which is similar to one raised by
section 4103, is that the section fails to specifically refer to interference of
access rights conferred upon authorized users.'* Several state statutes focus
directly on this defined class when discussing interference with computer
services, although usually in the Denial of Service context.”® Many states
lump denial of access with prohibitions on interference, or address
interference as a dedicated statutory section."” Itis unclear, however, whether
Vermont’s provision, in section 4104, even addresses Denial of Service.'”® As
wriften, Vermont's interference statute is vague and consequently it again
becomes difficult to tell exactly whom the laws aims to protect. .

A fourth, and significant, concem that this section raises involves the
penalties. Under this section a person who is convicted of altering, damaging,
or interfering shatl be:

(1) if the damage or loss does not exceed $500.00 for a first
offense, imprisoned not more than one year or fined not more
than $500.00, or both;

(2) ifthe damage or loss does not exceed $500.00 for a second or

134, VT.STAT. ANN. tit. 13, § 3104,

135. Id.; see alse Nemerofsky, supra note 126, at 67.

136. Nemerofsky, supra note 126, at 67,

137. Id at 67. For example, Nevada's statute addresses unlawful interference with or denial of
access and unlawful use. NEV. REv. STAT. 205.477 (1999). North Caroling’s statute addresses interference
by dedicating 2 section 1o denisl of computer services to an authorized user. N.C. GEN. STAT. § 14-456
(1994) (amended 2000).

138. It is also unclear whether section 4103 addresses Denial of Service.
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i
subsequent offense, imprisoned not more than two years or
fined not more than $1,000.00, or both; or
(3) ifthe damage or loss exceeds $500, imprisoned not more than
ten years or fined not more than $10,000.00, or both.*”

The question exists whether Vermont’s penalties are significant enough for
computer criminals to take their actions seriously. While the penalty for
damage or loss exceeding $500.00 appears significant, it may be argued that
the lesser punishments are too light and consequently have little deterrent
value. The case of Kevin Mitnick, the “Billy the Kid” of Computer Hackers,
illustrates this point. As a teenager, he purportedly broke into a top-secret
military defense system as a prank. He later had run-ins with the law related
to computer hacking and was eventually charged with computer fraud and
illegal use of a telephone access device, crimes punishable by thirty-five years
in prison and a $250,000.00 fine."® Such a punishment demonstrates the
seriousness and lengths to which other jurisdictions are willing to go when
dealing with computer crime. Should Vermont revise the penalties in order
to convey a firm stance against computer crime?

While computer crime can have serious repercussions, it is crucial that
statutes leave some flexibility in statutory language to recognize that some
persons who access, alter, damage or interfere with a system may not do so
intentionally, as does Vermont's statute. It is also critical to leave wigple
roorn and discretion for allocating penalties. This flexibility is especially
important to accommodate the recognition thatnot all “hackers™ are computer
criminals.'*' Rather, there are three categories of hackers, including the show-
off type who break into computers for fun but who purportedly do not intend
to cause harm, “cookbook™ or “script kiddies™ hackers who do not have a clue
what they are doing but are just playing around on a computer to see what
they can do, and the professional “white hat” hacker."*? Itis precisely the first
two types of hackers for which the flexibility in Vermont’s computer crimes
statute can be appreciated.

139, VT.STAT. ANN. tit. 13, § 4104,

140, “Billy the Kid' Hacker was not a Threat to Networks, AP NEWSWIRES, Feb. 17, 1955,
available at http:Hewww Xevinmitnick.com/archives.html. Mithick was also wanted for violating
probation.

141. 4 _

142. id. A white hat hacker is a “fairly conumon term for people who hack legitimately—security
staff, researchers and so on. By contragt, black hat hackers hack maliciously. Basically, white hats are
the good guys.” Jude Thaddeus, The Confessions of a White Hat Hacker, COMPUTERWORLD, Dec. 4, 2000,
at 72, availeble at 2000 WL 2177816.



972 Vermont Law Review [Vol. 25:945

5. Section 4105: Theft or Destruction

Vermont’s computer crimes statute section 4105, entitled “Theft or
Destruction,” directs that it is unlawful for a person to “intentionally and
without claim of right deprive the owner of possession, take, transfer, copy,
conceal, or retain possession of, or intentionally and without lawful authonty,
destroy any computer system, computer network, computer software,
computer program, or data contained in such computer, computer system,
computer program, or computer network.”'* In addition, this section notes
that “copying a commercially available computer program or computer
software is not a crime under this section, provided that the computer program
and computer software has a retail value of $500.00 or less and is not copied
for resale.”™ This section merely raises the definitional concerns raised in
previous discussions pertaining to “person.”

6. Section 4106: Civil Liability

Section 4106, entitled “Civil Liability,” outlines that “[a] person
damaged as a result of a violation of this chapter may bring a civil action
against the violator for damages and such other relief as the court deems
appropriate.”'* While this section conveys reliefto a person who is damaged
as a result of a computer crime covered in the Act, this section should be
revised to provide greater clarity as to what constitutes damage. First, the
recurring question arises as to who is a person. May an individual,
association, or corporation recover for damages? Does “other relief as the
court deems appropriate” include attorney’s fees or costs of suit? Do damages
include loss of profits? May an electronic mail service provider recover costs,
including attorneys’ fees? As a guide for answering some of these questions,
Vermont might look te Virginia’s detailed provision relating to civil reliefand
damages, that clearly and succinctly articulates, in part, that “[a]ny person
whose property or person is injured by reason of a violation of any
provision . . . may sue therefor and recover for any damages sustained and the
costs of suit. Without limiting the generality of the term, ‘damages’ shall
include loss of profits.”*

The significance of Vermont’s civil liability provision is that it
legitimizes computer crime and ultimately dismantles the perception of

143. VT.STAT. ANN. tit. 13, § 4105,
144, 1d

145. Id. § 4106.

146. VA.CODE ANN. § 18.2-152,12 (2000).
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victimless computer crime. Because section 4106 permits a person damaged
as a result of any violation of the statute to bring civil action against the
violator, companies and individuals affected by computer crime may be more
inclined to report victimization. Through increased reporting and accurate
computer crime statistics, it may become easier to assess the gravity of
computer crime and to formulate even more comprehensive computer crime
laws.

7. Section 4107: Venue

Section 4107, entitled “Venue,” outlines that “any violation of [the
computer crimes statute} shall be considered to have been committed in the
state of Vermont if the state of Vermont is the state from which or to which
any use of a computer or computer network was made, whether by wires,
electromagnetic waves, microwaves, or any other means of
communication.”"’ While Vermont’s venue provision appears to be on the
right track, it does raise an immediate question. What happens when crimes
are committed by proxy, such as may occur with Distributed Denial of Service
attacks?'*® It is possible that Vermont’s statute will not hold up when this
question is put to the test. As such, it makes practical sense to strengthen the
language of the venue provision now in anticipation of such a test.

B. Additional Suggestions for Change

The evolving nature of technology and increasing sophistication of
computer crime dictate Vermont’s attentiveness to maintaining a modemn
computer crimes statute. The very fact that Vermont’s computer crimes
statute is riddled with inadequacies and computer criminal loopholes and falls
further behind technology with every passing day, illustrates the need for
placing computer crime legislation on the state’s regular agenda in order to
establish a comprehensive and effective framework. Even the primary federal
computer crime statute, which has existed for nearly two decades, has
- undergone substantial revisions, indicating the attentiveness that computer
crime Iaw requires in order to maintain efficacy. If Vermont regularly amends
the computer crimes statute to reflect changing technology and terminology,
then prosecutors in Vermont would have a comprehensive computer crimes

147, VT.STAT. ANN, tit. 13, § 4107,

148. A distributed Denial of Service attack is where one master computer controls many slave
computers, which in turn each contrel several other computers whick actually host 8 Denial of Service
aftack. What if Vermont is merely the location of a slave computer in a distributed Denial of Service
attack?
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arsenal. Rather than “going it alone,” Vermont can look to other states which
currently lead technology legislation to stay ahead of, or at least with,
computer criminals.

Although generic and broad language may offer some practical value, by
curbing preemption of the statute from technological advancements,
Vermont’s statute appears too broad and may allow certain computer-related
activities to fall through the legal cracks. Further, as noted in the above
discussion, Vermont’s computer crimes statute contains several glaring
inadequacies. First, there are several definitional problems with the Act
which need legislative attention before the statute can truly serve as an
effective prosecutorial vehicle. Second, while the computer crimes statute has
been recently complemented by the Acts relating to Internet Crimes and
Sexual Exploitation of Children, the statute nevertheless appears somewhat
generic and void of detail.

In addition to the critical suggestions noted above, the Vermont
Legislature could make the computer crimes statute and the two recent
complementary statutory additions more effective prosecutorial tools by
revamping certain provisions. For example, as alluded to in the earlier
discussion of defining “value of the matter,” Vermont’s computer crimes
statute fails to anticipate the foreseeable issue of data valuation. Specifically,
the statute fails to set forth guidelines or procedures for determining the value
of information. As noted previously, the protection of data is a driving force
behind computer crimes statutes.'’ With this recognition, Vermont’s statute
should explicitly outline how a determination of lost, stolen, or damaged data
is calculated. Clear guidelines seem necessary, especially since the value of
data directly impacts sentencing.' At present, determining the value of data
appears highly subjective. An implication of this subjectivity is that the
judiciary will have to determine whether a person has met the requisite
monetary value of damage under Vermont's computer crimes law, unless the
legislature proactively addresses this issue by defining how the value of data
should be calculated.

Alternatively, the legislature might consider tying sentences to the
gravity of the offense, using the value of data lost, stolen, or damaged as one
factor, rather than as the sole factor in determining punishment. While the
statute’s current sentencing scheme may proffer some deterrent value,
particularly among those already possessing a computer crime record, the fact
that duration of punishment rests on the value of data is problematic since the
statute does not expressly contemplate how to estimate the value of data that

149, See discussion {nfra Part L.
150. See generally VT. STAT. ANN. tit. 13, §§ 41034105 (the amount of damage or loss affects
duration of punishment).
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may be accessed, altered, or destroyed.””! In the long nun, Vermont’s
sentencing scheme may have a significant impact on already convicted
computer criminals, especially those with plans to make their next hack,
cyberattack, or virus bigger and better than the one that led to their previous
conviction. However, without a method or process for valuing data,
Vermont’s statute will undergo attack, particularly among defense attorneys
zealously representing their accused clients. For the sake of judicial economy,
the legislature should anticipate this challenge and act accordingly.

Another suggestion for change is the creation of an anti-spamming
provision. Dealing with “spam,” the Internet equivalent of junk mail,'* is an
issue that has been left out of Vermont’s computer crimes statute, Currently,
several states have passed anti-spam legislation which proscribes the sending
of unsolicited bulk e-mail to unsuspecting persons.'” For example, Virginia
and California create criminal and civil liabilities for damages caused by
spam.'* The enactment of anti-spam legislation is another significant facet
to comprehensive computer crime laws. While unsolicited bulk e-mail is
often annoying and intrusive, mass volumes of spam significantly tax
electronic mail service providers’ equipment and personnel, by slowing
processing time and requiring employees to deal with customer complaints.'**
Additionally, for those users who pay for Internet access by the minute or
hour (e.g., American Online), spam becomes exiremely costly in the
aggregate, as it takes time to download spam e-mail. This consideration will
become even more significant in the future as more users turn to wireless
devices with comparatively slower connection speeds and higher per minute
access charges. The seriousness of unsolicited bulk e-mails is illustrated by
the fact that between December 1997 and April 1998, America Online
received more than 450,000 member complaints.’*® The Vermont Legislature
will very likely need to address the issue of spam.

Numerous court decisions have already addressed the spamming issue,
and it is only time before the issue surfaces in Vermont’s courts.'”’ For
example, in 1998 the United States District Court for the Eastern District of
Virginia took on a spam issue and found against a company that sent

151. See discussion infra Part 111

152. Peter Dujardin, Virginia Governor’s Panel Proposex Limits on Spam in Policy Act, KNIGHT-
RIDDER TRIB. BUS. NEWS., Dec. 3, 1998, availgble at 1998 WL 16351553,

153. Diane E. Horvath & John S. Jung, 7999 Technology Legislation in Virginia, 33 U. RiCH. L.
REV. 1037, 1057 (1999). These states include Virginia, California, Nevada, and Washmgton

154. Id. ot 1657-58.

-+ 155, M at 1058,
156, Id
157. Id
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unsolicited mass e-mails." The problem, however, with amending
Vermont’s statute to include an anti-spam provision is the taxing effect that
such a provision would have on law enforcement resources. Considering the
amount of junk e-mail that circulates, determining the source of unsolicited
e-mails could drain the state’s computer crime resources, especially if law
enforcement officials are required to pursue every spamming and spoofing'”
complaint they receive. While resources are certainly a consideration in
deciding whether to amend Vermont’s computer crime statute to address
spam, the State could base its legislation on existing state models. For
example, if Vermont were to implement anti-spam legislation, it could first
amend section 4101 to create a definition of “without lawful authority,” and
follow Virginia’s approach which defines “without authority” to include
“transmitting ‘unsolicited bulk electronic mail in contravention of the
authority granted by or in violation of the policies set by the ¢lectronic mail
service provider.””'® Additionally, Vermont could amend the computer
crimes statute to encompass a definition similar to that of Virginia’s definition
of “falsify(ing) or forg(ing) electronic mail transmission information . . . in
connection with the transmission of unsolicited bulk electronic mail” without
authority.”®" Finally, borrowing from Virginia’s approach, Vermont could
amend the computer crimes statute to criminalize the distribution of software
that facilitates or enables the falsification of electronic mail transmission
information. '®

A question also exists as to whether Vermont’s computer crimes statute
should consider negligent or reckless computer use actionable. As
constructed, the statutory language indicates that an offense is determined by
the mental state of the perpetrator, specifically whether the actions were
intentional.'™® However, such language precludes the possibility of
prosecuting instances of computer crime, such as where a disgruntled
employee—say a network administrator—who has authority to access a
computer, recklessly causes harm to a computer network. Moreover, such

158. id.

159. Spoofing is “a technique used to gain unauthorized access to computers, whereby, the
intruder sends messages to a computer with an {Internet Protocol) #ddress of indicating that the message
is coming from a trusted port.” Webopedia, [P Spoofing, af
hitp://webopedia.internet. comTERM/I/IP_Spoofing. html (Jast modified May 29, 1997).

160. Horvath & Jung, supra note 153, at 1060.

161, X :

162. Id. “The principal method by which spammers send spam is through a practice known as
*spoofing.’ Spoofing involves the configuration of an e-mail message’s transmission information so that
the real e-mail address is hidden and a false e-mai) address is displayed as the retumn (or sender’s) address.™
Id. at 1059,

163. See, e.g., VT. STAT. ANN. tit. 13, §§ 4101-4107 (Supp. 2000); id. §§ 2, 1027, 1061, 1101,
1753, 2005, 2103, 2802, 2804, 2821 (1998 & Supp. 2000).
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language precludes the possibility of prosecuting a person who negligently
leaves her computer password written on a piece of paper stuck to her
computer and whose password is then used by a computer criminal who
engages in unlawful activity,"*

Until Vermont’s statute is revamped to include more comprehensive
features, inadequacies and potential loopholes exist, which may interfere with
prosecution of computer crimes and may also encourage computer criminal
activities which are not statutorily prohibited. For example, while Vermont’s
computer crimes statute criminalizes unauthorized access to any computer
system, the statute leaves open the possibility that people with authorization
may enter systems and escape penalty for intentionally causing damage. This
possibility exists because of the ambiguity in the statutory language. The
statute suggests that punishment can only result when a person has a knowing
or intentional mens rea and lacks lawful authority or claim of right.'®
Ultimately, this means that a disgruntled employee with authority to access
a system could knowingly or intentionally alter or damage data and escape
punishment because of the statute’s wording which suggests that intent and
lack of authority are required for punishment,

An additional suggestion for change, which is merely reflective of
technological change, is the need for Vermont’s computer crimes statute to
clearly address technology, such as computer programs that capture
passwords. This may be accomplished by carefully defining damage or
expanding the scope of the Act through added detail. For example, under the
statute’s language, in the instance where a person downloads a password
capturing program that is available on the Internet and merely collects
passwords, but does nothing with them, the statute does not explicitly
proscribe such activities. “Arguably, in such a situation, neither the computer
nor its information has been damaged.”'® Moreover, there may not even be
any permanent damages caused by collecting the passwords. The person has
nevertheless collected personal information and has likely caused a loss to the
instifution or company because users must take the time to change their
passwords and system administrators must spend time re-securing the

164. Another exampie is a person who selects insecure passwords—such as those that computer
professionals and common knowtedge wam not to use—such as their own name, birth date, common
phrases. For example, under the Act if Joe Smith uses the password “Joe™ and writes “Password: Joe” on
a piece of paper and fixes it to his computer, should liability be imposed against him under Vermont’s
computer cfimes statute if he negligently contributes to the furthering of potential computer criminal
activities?

165. VT.STAT. ANN. tit. 13, §§ 4103-4105.

166. Nemerofsky, supra note 126, at 39,
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system.'®’ Pursuant to the statute’s language, this type of activity may escape
the legal grasp unless clarity is added to the statutory provisions.

Another suggestion for creating a comprehensive computer crimes statute
is the implementation of a statute that punishes the use of encryption to further
criminal activities. Encryption, which is a subset of cryptography, involves
“applying a scrambling function to a given set of data so that only those who
possess the right ‘key’ can restore (or ‘decrypt’) the encrypted data to its
original (‘cleartext’) form.”'®® Virginia has already adopted such legislation,
making it a punishable misdemeanor, that is separate and distinct from the
predicate criminal activity, for any person to willfully use encryption to
further any criminal activity.'® While a statute that treats the use of
encryption in the furthering of any criminal activity as separate and distinct
from the primary criminal activity may sound constitutional alarms,
particularly among free speech advocates who believe that data encryption
should not be regulated, it could be an important legal weapon in cracking
down on computer crime. For example, the possibility of a second charge
related to the primary criminal activity might potentially proffer some
deterrent value to the computer criminal. Although in the long run, it might
just encourage computer criminals to find more creative avenues to securely
transmit information. In sum, an encryption statute might offer added value
to Vermont’s computer crimes arsenal, particularly as potential computer
criminals seek ways to circumvent new technology laws.'™

Another suggestion for change involves Vermont’s Act Relating to
Internet Crimes which criminalizes harassment by electronic communications.
This statute should further clarify the definition of “harassing.”"”* The term
is presently defined as a “course of conduct directed at a specific person

167. M.

168. See Michael Lee et al., Electranic Commerce, Hackers, and the Search for Legitimacy: 4
Regulatory Proposal, 14 BERKELEY TECH. L.. 839, 851 (1999)(defining cryptography as the “science of
using mathematical algorithms to disguise messages and information™),

169, VA. CODE ANN, § 18.2-152.15 (2000).

170. This law could be also be used in conjunction with Vermont’s new Internet Crimes statute
which has a provision prohibiting harassment via the electronic medium. For example, imagine a situation
where two people exchange a list of potential targets of harasstnent through encrypted e-mail, or asituation
where a person sends an encrypted message to a friend indicating that he wishes to harm a third person and
where he actually carries out his threat_

In light of recent current events, such as the murders of two Dartrmouth University Professors where
allegations that two Vermont teens played & role in their death perhaps with a weapon purchased on the
Internet, see Maggie Shaayerson, Dartmouth College: Teen charged with Dartmouth profs* murders to
&o to trial in Jenuary, U-WIRE, May 25, 2001, available at 2001 WL 20502415, a question arises whether
(if this crime had occurred in Vermont and this statute were implemented) the purchase of a weapon with
a credit card number which is sent over the Internet via encryption would qualify as “furthering any
criminal activity.”

171. VT. STAT. ANN. tit. 13, § 1061(4) (1998).
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which would cause a reasonable person to fear unlawful sexual conduct,
unlawful restraint, bodily injury, or death, including but not limited to verbal
threats, written, telephonic or other electronically communicated threats,
vandalism, or unconsented to physical contact.”'”? The Vermont Legislature
might consider making a statutory amendment to include “a group of people,”
such as a group contained via an electronic mait distribution list, to more
accurately reflect technology and the possibility of harassment directed at a
group of people via technological avenues.

A final suggestion for change relates to Vermont’s Act Relating to
Sexual Exploitation of Children. While this statute adds to the legislature’s
attempt to create a comprehensive scheme of computer related crime statutes,
and recognizes that computer crimes encompass a wide range of activities, it
can be argued that the law as written is too broad. The Vermont Branch of the
American Civil Liberties Union has recently endorsed this argument, having
joined with the American Booksellers Association and others in filing suit in
U.S. District Court alleging that the law effectively constitutes “a broad
censorship law that imposes severe content-based restrictions on the
availability, display and dissemination of constitutionally-protected
speech.”'”™ A key criticism with the statute is that it “in effect gives Vermont
50-state jurisdiction of material on a computer anywhere that has material
deemed to be offensive to minors.”'’* While it seems necessary for this
statute to consider the expansive and borderless nature of the Internet, it also
seems critical that legislators balance constitutional concerns with the need for
protection. Consequently, to ensure judicial efficiency, the legislature should
reexamine this statute to see if any modifications can be made to ensure that
the language is narrowly tailored and manageable.

Vermont’s computer crime statute and new complementary statutes are
essential to safety, security, and privacy in the information age. Moreover,
the computer crimes statute is especially important to electronic commerce,
a potential vital sector to the state’s economy. Specifically, “the escalation of
electronic commerce offers a wealth of opportunity for businesses.
[However,] this technological revolution may be undermined by consumers
wary of the increased threat of online invasions of privacy.”'” Pursuant to
Vermont’s Act Relating to Computer Crimes, Vermont law enforcement and
prosecutors now have a framework upon which to go after persons who pose
threats to electronic commerce. Compared to other states in dealing with

172. Id

173. Mike Eckel, ACLU, Others Sue Vermont Over Internet Smut Law, APNEWSWIRES 19:08:00,
Feb. 9, 2001. |

174. Hd

175. Lee etal., supra note 168, at 839.
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computer crime, Vermont falls somewhere in the middle.'” While Vermont
is not at the “top of the heap . . . as far as technically literate and trained
people [go, the state] is certainly not lagging behind in law enforcement’s
response to the issues related to computer and Internet crime.”'”’
Furthermore, as compared to other state statutes covering computer crime,
Vermont’s computer crimes statute certainly stacks up, as it targets key
computer crime issues and is backed by supporters willing to see to its flexible
expansion as technology changes. However, to reach the “top of the heap,”
Vermont needs to expand the current law to provide more detail and
recognition of evolving technology.'™

IV. COMBATING COMPUTER CRIME

Statutory provisions are only one facet of law enforcement’s efforts to
protect computer-related intellectual property and to prevent people from
becoming victims of computer crimes.'” To deal aggressively with computer
crimes, specifically to investigate and prosecute them, considerable resources
must be made available on both the federal and state levels."™ Adequate
numbers of trained police officers, prepared to enforce computer crimes laws
and sufficiently skilled to investigate computer crimes are essential to crack
down on computer crimes. “In Vermont, for instance, only half a dozen law
enforcement officers among the more than 900 officers in the state have been
trained in investigating computer crimes and analyzing cyber evidence.”'®!
The problem of effectively dealing with computer crimes in Vermont is
further compounded by the fact that “[tJhe bad guys are using computers at a
rate that’s exponentially greater than [Vermont law enforcement’s] ability to
respond to the problem.”'® According to Senator Patrick Leahy (D-VT),

176. Computer Viruses and Computer Crimes, supra note 18.

177. Id. (quoting Vermont Detective Mike E. Schirling).

178. Dean, supra note 7 (Rep. Kathleen Keenan, D-St. Albans worked on the bill in 1999 and
hopes to amend the bill in the future to include current computer-related concerns, such as including a
“spamming” clause aimed at eliminating unsolicited e-mail).

179. Markey & Boyle, supra note 69, at 10,

180. Id. “On the federal level, the DXOJ has created the Cormputer Crime and Intellectusl Property
Section (CCIPs) to work with govermment agencies and the private sector to develop a broad based
response to computer related erime. . . . On a local level, the office of the t1.S. Attomey in erch state has
a Computer Crimes Coordinator.” Fd. at 25.

181. 106 CONG. REC. S1314, supra note 6. See alse Gregoire, supra note 39, et 28 (noting that
“the number of high tech crimes far exceeds local law enforcement’s ability to investigate and ultimately
prosecute them™ and that *[1Jocal Prosecutors Jack the financial resources, know-how and cormputer
forensics resources necessary to extract evidence™).

182. 106 CONG. REC. $1314, supra note 6 (quoting Vermont's Detective Michael Schirting of the
Chittenden Unit for Special Investigations). Not to mention that “[t]oday one-haff of all homes in the
United States has a personal computer and one-third of them are on-line.” Gregoire, supra note 39, at 28.
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“[wlithout the necessary educational training, techmical support, and
coordinated information, [Vermont] law enforcement officials will be
hamstrung in their efforts to crack down on computer crime.”"*

On July 1, 1999, less than six weeks after enacting Vermont’s computer
crimes law, Senator Leahy introduced the Computer Crime Enforcement Act
to help state and local law enforcement officials deal with computer crimes.'®
On December 28, 2000, President Clinton signed into law Leahy’s Computer
Crime Enforcement Act, which “authorizes $25 million in annual grants to
help states prevent and prosecute computer crimes.”™ Because dealing with
computer crimes is financially intensive, grants from the federal government
are essential for addressing the increasing problem of computer crime. As
computer crime continues to escalate, federal and state faw enforcement will
become even more burdened and less able to deal with computer abuses
arising onadaily basis.'"® Although legislation is being adopted and amended
to address computer crimes, unless major changes are made within the federal
and state systems to deal with computer crimes, particularly resource
allocation for investigation, prosecution, and conviction of criminals,
computer criminals will continue to remain a step ahead of law
enforcement.'"’

CONCLUSION

Because technology is changing so rapidly, legislation must keep pace
with computer-related criminal behaviors, One commentator has noted that
“[o]rdinarily, the law keeps pace with the technological changes in society.
However, rapid technological advancements like the Internet clearly threaten
to leave the law behind.”*®*® The best way to prevent and prosecute computer
crimes is through cutting-edge laws tailored to combat computer crimes.'®
Although Vermont was the last state in the country to enact computer crime
legislation, its computer crime laws provide ample room for law enforcement
and prosecutors to address the increasing number of computer-related criminal
offenses in the State of Vermont. Prior to the creation of Vermont’s Act

Moreover, “{iln just a few short years, the Intemet has gone from an esoteric cornputer network inhabited
by academics and scientists to a cultural influence of staggering proportions.” fd.

183. I

184. Leahy Pushes Bill to Fight Computer Crime, AP NEWSWIRES 11:36:00, July 2, 1999,

185. President Signs Leahy ‘s Computer Crime Bill, supranote 19. The law authorizes $25 million
in annual grants which will be available to offer education, training, and enforcement programs to states,

186. Friedman & Bissinger, supra note 18, at 1135.

187, Id.at 1135

188, Id at1110.

189. M
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Relating to Computer Crimes, when untraditional crimes occurred, Vermont
investigators and prosecutors often had. to “squeeze” them into other
statutes.”” Now, this is no longer the case. While Vermont’s primary and
complementing computer crimes statute may be somewhat generic and in
need of refinement, they do delete the notion that Vermont laws are antiquated
when it comes to computer crimes.'”'

Julie A. Tower'

190. Kevin Kennedy, A Hard in the Till, VT. BUS. MAG,, Sept 1, 1987, available at 1987 WL
2286736, :
191. See, eg., id. (“Vermont lsws aren't reatly geared that well. . . . They really are somewhat
antiquated when it comes to certain areas, such as computer crime.”™). :
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